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About Collibra Protect

Collibra Protect is a capability of the Data Intelligence Cloud created to protect sensitive data
and make it available, or partially available, to specified groups of users.

Collibra Protect solves the problem of protecting sensitive data in an organization. Different
groups of people may need varying access levels to the same data set. With Collibra Protect,
access rules and data protection standard capabilities allow you to grant access to individuals
and protect sensitive information. These rules and standards with different data access levels
are managed through the Collibra platform and pushed to the data source. Our aimis to
promote a safe data-open culture in organizations.

The goal of Collibra Protect is to centralize and simplify access governance and remove the
need of repetitive action and approval. Data access and privacy management promotes an
ethical company standard giving permission to view information only to those that need it.
Collibra Protect allows you to perform these actions accordingly.

An example use case of Collibra Protect is a data steward giving everyone access to a data
set, but only allowing certain access to groups of people based on data categories. This is
known as differential access. It is suggested that rules/standards are grouped together, for
example by business processes, so you do not have to make a rule or standard for every data
set.
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Install Collibra Protect R
This procedure guides you through a first time installation of Collibra Protect. :
Prerequisites S

You must add the Snowflake capability on Edge as well as perform a catalog ingestion. . . . . .

uuuuu

Configure the Collibra Protect for Snowflake capability on Edge. Settings - (Edge) Sites—» =« * * ¢

Your site » Capability » Add capability — fillin the needed parameters: . . . ..

o For"Capability template" choose "Collibra Protect for Snowflake". =« = o ¢

* The "Snowflake Connection" can be the same connection used for doing catalog

ingestion. Make sure that the Snowflake user/role has enough permissionsto = = =« =
create/alter/drop grants, tags,etc.

-----
-----

Aningested Snowflake database should look like the example below. = =«

-----

-----

-----

-----

€3 Configuration Snowflake New Applications &
.....

-----

Note The Data Source Type attribute on the database asset should be present. This
attribute is automatically added in database assets, after the catalog ingestion process.


co_connecting-to-data-sources.htm
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Steps

1. Contact a Collibra support or your representative to enable Collibra Protect on your Col-
libra environment.
2. Ensure global roles and permissions for Collibra Protect are set correctly.
® Browse  Q search + % Tk 7

£} Settings |  General Operating model Roles and permissions Workflows Users and groups Services Configuration Migration Logs Edge

<
Add o
€ Globalroles Name + Description Required license | Members
B Resource roles Catalog Author Standard X Admin Istrator
" Data Dictionary Read-only @ Everyone
@, Global Permissions
DataSteward Allows usage of Data Steward... ~ Read-only @ everyone
B Resource Permission DataSteward Author Standard
Edge integration engineer Allows managing connections... ~ Standard v
Edge manager Allows creating and deleting E... ~ Standard ¥
Edge site Allows connection from Edge ...~ Standard 4 Edge privacy-risk-qa-25-07 5
Edge site administrator Allows downloading Edge site...  Standard v
Glossary Allows usage of Business Glo...  Read-only
Helpdesk Read-only @ Everyone
Insights Standard @ Everyone
Policy Manager Read-only @ Everyone
Protect Admin In this role, you have the sam... ~ Standard L Admin Istrator
Protect Author In this role, you can create rul...  Standard & Administrator g Author User
Protect Manager This is a role for our systemu...  Read-only 4 Edge privacy-risk-qa-25-07  § Policy Lifecycle Management API User
Protect Reader In this role, you can view Colli.. __Read-only 4 Reader User
ReferenceData Allows usage of Reference Da... ~ Read-only @ tveryone
Sysadmin Allows for configuring and m...  Standard 4 Admin Istrator

3. Collibra Protect is installed.
» You can now access and start using Collibra Protect via the &

menu.
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Configure Collibra Protect S8

Configuring within Collibra Protect is an important part of understanding and using Colliora = =« = = =«
Protect toits highest ability.

Prerequisites S

» You need to have Data Catalog permissions. If not, you cannot see any classificationin = °~ ° * °

.....

either standardsorrules. L

-----

¢ You need to have a Data Steward role within Collibra. If not, you cannotseethe = ° " ° °

classification page when selecting a classification in Collibra Protect. ~ « « « . .
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Roles in Collibra Protect

It is possible to assign different roles to Collibra users that use Collibra Protect. The roles are

provided and have pre-defined permissions that restrict the usage of the application.

Roles

Protect Reader

Protect Author

Protect Admin

Description

Users in this role can view Collibra Protect with
read-only access to the content. This role is
assigned to ‘Everyone’ and grants the users
the ‘protect’ permission. Without this per-
mission, users cannot see ‘Protect’ as an
application in the i menu. They also cannot
navigate to protect related URLs or access
protect endpoints.

Users in this role can create rules and stand-
ards, view imported policies and groups, and
generate audits as an individual contributor.
This role grants the product right permission
‘protect’ and the ‘protect_edit’ permission.
Authors can only modify rules and standards
they own. This role is not assigned to anyone
automatically.

Users in this role have the same permissions
as the Protect Author role as well as the ability
to edit other user's rules and standards. This
role grants the product right permission ‘pro-
tect’, ‘protect_edit, and an extra ‘protect_
administration’ permission. This role is not
assigned to anyone automatically.



Chapter 3

Roles

Protect Manager

Description

This role is restricted to our system user to

manage background processes and setup
configurations for Collibra Protect and it
should not be assigned to other Collibra users.

Configure groups

Before you start working in Collibra Protect, you need to configure your groups. Protect

groups are the basis of all the actions performed in Collibra Protect.

Associate a Protect group with Snowflake

Each Snowflake user is assigned to one or more Snowflake roles. Permissions are based on

these roles. View the example below of the roles page in Snowflake. Any/all roles can be

correlated to a Collibra Protect group.

Account

#) Create L4
Role «
ACCOUNTADMIN
ANTONIO

BILLING
CERTIFICATION
CUSTOMER_SERVICE
DATALIFT_ROLE
Direct Marketing
FIVETRAN_ROLE
GLOBAL_PS

HR

Law

MARKETING
MARKETING2
MARKETING3
PC_DBT_ROLE
PLM

PLM_QA_HR

< ull
Roles.
Creation Time Owner

81182019, 1:47:25

6/27/2022, 10:10°4...

6/2/2022, 4:07:43 ...

415/2020, 212:24 .

6/2/2022, 4:05:29

5/6/2020, 9:56:54 ...

6/27/2022, 10:12:4...

1/27/2022, 10:27:58.

8/27/2021,2:36119 .

10/22/2021, 1:38:44...

3/3/2022, 9:00:27 ...

8/29/2021, 1:59:26 .

9/29/2021, 23677 ..
8/30/2021, 3:56:47 ...
5/6/2022, 9:08:33 ...

10/22/2021, 1:30:58..

2/24(2022, 3:38:20.

SBI_TEMPLATE_SN..
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
SBI_TEMPLATE_SN..
SECURITYADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN

ACCOUNTADMIN

Q i

Wstery  Account

Comment

Account administrator can manage all aspects of the account.

System created role for partner elt integration.

PLM QA HR Read Only Role

a

Notifications

E ACCOUNTADMIN

Snowsight

Last refreshed 9:39:40 AM &

Vi
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How to create Collibra Protect groups?

When you initially go to the Groups tab in Collibra Protect, there are no groups created. There
is a link at the top of the page to the Groups API that creates new groups in Collibra Protect.
Use this API link to create new groups and associate it with a specific role in Snowflake.

Groups

© Adding Groups.

To add a group, you have to use thel Collibra Protect Group APL|Currently, only Snowflake data sources are supported.

Group Name | System Reference Created By ‘ Created Date
; 4 3 ( of
e [ P W Q L f B Iy (2] —
Desboses  Shavee History  Account Partner Connect  Help  Notifications  Snowsight Tl

Reset HUMAN RESOURCES SALES

Results  Data Preview

« QueryID SQL 90ms 37 row
& Copy

Row created_on name is_default is_current
1 2019-09-1716:47:2.. ACCOUNTADMIN N Y
2 2022-06-27 01:10:4.. ANTONIO N N
3 2022-06-020707..  BILLING N N
4 2020-04-150512:2.. CERTIFICATION N N
5  2022-08-02 07:05: CUSTOMER_SERVICE N N
6 2020-05-06 00:56 DATALIFT_ROLE N N
7 2022-06-27 01:12:4.. Direct Marketing N N
B 2022-01-2713:275.. FIVETRAN_ROLE N N
9 2021-09-27 05:36:1.. GLOBAL_PS N N
10 2021-10-22 04:38:4..  HR N N
N 2022-03-03 00:00: LAW N N
12 2021-09-20 04:59:.. MARKETING N N

General configuration

+ Roles

is_inherited

N

< z <= z < zZ =< Z =< Z Z

New Worksheet Standard introspection BILLING + v >l

28 ACCOUNTADMIN yl] » DEMO.WH @ PLMOA 38 TPCHLSF1 ® =

« Open History

Columns »  *

assigned_to_users granted_to_roles granted_roles owner comment

35 Account administrat...
1 SBI_TEMPLATE_SN.
1 ACCOUNTADMIN
1 ACCOUNTADMIN
1 ACCOUNTADMIN
1 ACCOUNTADMIN
1 SBI_TEMPLATE_SN.
3 SECURITYADMIN
1 ACCOUNTADMIN
10 ACCOUNTADMIN

o ACCOUNTADMIN

O O o O O = 0O © 0O © O W

-~ 8 = © 4 & N © = © = ©°

n ACCOUNTADMIN

Collibra Protect synchronizes standards and rules with the source database(s) at regular

intervals. This synchronization runs in the background on a configured frequency. By default,

the frequency is every 60 minutes, but this is configurable through Settings — Services

Configuration —» 27 Collibra Protect.

vii
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® Browse Q search + ¥ msa ) @ 0

£} Settings I General Operating madel Roles and permissions Workflows Users and groups Services Configuration Migration Logs Edge

Q protectConfiguration @

1 General settings

Reset to default Edit configuration
17 Help menu Required fields are marked with a *
2 Email configuration
27 Notifications 27 Collibra Protect v
Hyperlinking configura...

w

4 Recommender configu... Collibra Protect Configuration
5 Search index configura...
5.1 Tokenizer 27.a Protect scheduler fixed delay
52 Boosting 30 Fixed delay (in minutes) between synchronizations.

53 Slow logs configurat...
5.4 Search Event Log co...

o

Statistics configuration

~

Import configuration
1 Excel import config...

8 Excel export configurat...

9 CSV export configurati...

Important If you do not have access to the Service Configuration tab, create a support
ticket requesting the JVM Parameter be added to your Collibra Infrastructure
Configuration: -DPROTECT_SYNC_SCHEDULER_DELAY=PT60M. After the
parameter is added, restart Collibra so these changes take effect and the policies are
now synchronized with the cloud provider.
Synchronization includes:
1. Aggregate all standards and rules computing:
° which columns need to be masked for which groups.
o which tables need to have a row filter.
o which tables and columns need to be granted access.
2. Onthe source database(s) such as Snowflake:
o create and apply maskings.

o create and apply row filters.

o grant access to groups on tables and/or columns (depending on the underlying
database).

vii
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Essentials for Collibra Protect @ -
Touse Collibra Protect to the best of its ability, you need to know the following things: = = = « =
» How to protect your data

e Technical background L.

o Dataprotection standards vs. data accessrules s s
» Prescriptive paths
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How to protect your data

1. Access management
The most basic line of protection is to make sure only the right people/groups have
access to the data. Data here is referring to the tables and columns in your database. In
Collibra Protect, you can grant specific groups access to parts of your data based on
Collibra assets.
For example, it is easy to grant the HR team access to the US customers' data set. But,
what if some parts of the US customers' data set need to be hidden from the HR team,
because it contains restricted information, such as personally identifiable information
(PI? In that case, you can further protect your data by applying column-based
protection or row-based protection.

Note Collibra Protect only grants access. It cannot revoke access from
people/groups.

2. Column-based protection
Column based protection allows you to target specific columns and mask their content.
By masking the column's data, the group cannot see the content as it is. They will see a
masked version of it instead.
For example, you can mask a column of credit card numbers, so the individual group
cannot see the full credit card numbers.
We currently support four masking options. They include:

o Default masking: Shows the value as O.

o Hashing: Converts the value into a variety of different letters, numbers, and
symbols.

o Show last: Displays the last letters, numbers, and symbols in the value. You can
choose to show the last 1 through 20 of the value. The most common choice is
Show last 4.

° No masking: Displays the data value as it is originally written.
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with @ Select a masking option for EREIELEIE-AL Data Classification

Masking options
You can choose any of these options to protect parts of the data.

and has

For example, a credit card number (7580751589963214) will be shown as:
Default masking: 0
Hashing: -309205151646150752

Show last 4: 3214
No masking: 7580751589963214

Q

These options can produce different results depending on how the data
source handles the column data type.

Collibra Protectallows you to choose to mask columns that are part of a data category or
a data classification. While granting access to a certain asset, you can choose to apply
this masking on only a subset of that asset if it is also part of a data category or data
classification.

3. Row-based protection
Another way to protect your data s to filter rows of a specific table. If you do not want to
expose all of the existing items in a table because one of the columns is part of a certain
data classification, you can easily leverage the Collibra operating model to do so.
When creating a rule that impacts certain tables in the source database, filter rows on
tables by using the row filtering option for tables where one of their columns is part of a
data classification. The filtering is based on what value is stored in the cell of that
particular column. For instance, in a table that has a column that is classified as country-
code,you can hide or show all items that have the value of US.

Technical background

The technical background of Collibra Protect explains the connection of the data as it is in the
database (DB) with the physical layer (equivalent assets in Collibra Data Intelligence Cloud)
and the logical layer (the out of the box model).

Imagine you have this database:

Xi



Chapter 4

schema_#1

oo ) o v
o s wo
chae < hwacen M acen
€ PHONE S_ADDRESS. M_ADORESS
o 5 PHONE M_PHONE

< ety
C.CREDIT.CARD 5 _SUPPLIER M_SUPPLIER
C_NATIONAL KEY -

Contmacrons ) o N cow
o

s10 WD
hboess saces W s
€_PHONE §_ADDRESS M_ADDRESS
o 5 prione M_PriGHE
C_CREDIT_CARD S_EMAIL M_EMAIL

€_NATIONAL_KEY

5 _SUPPUER

M_SUPPLIER

CONTRACTORS 2 SUPLLIERS 2 MEDLA_COMPANIES 2
[

<o min
e Frve pry
P 5 ADORESS M_ADDRESS
e, 5_PHONE M_PHONE
co.om suemien Py
C_NATIGNAL KEY .

schema_#2

0 PRODUCTS 0 ORDERS

oo
O MANAGER

PO
P_MANAGER
¥_ADDRESS

O_ADDRESSPHONE
O EMAIL
0, SUPPLIER

P_PHONE
P_EMALL
P_SUPPLIER

PARTIES ORDERS.2 |

oo
PID

O_MANAGER
PMANAGER ©_ADDRESSPHONE
P ADORESS o EMAL
P.PHONE ©_suPPLIER

AL
P SUPPLIER

schema_#3 #4...

When ingesting this DB to Collibra Data Intelligence Cloud, the physical layer is created as well

as an asset for each of the schemas, tables, and columns.

Xii
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Ingestion to DGG
N
o
—
l'll'l. —
B
P hmioat dain lnnr \\. Nll:: — : ‘/! ) Data Classification Data Attribute
v 8 MER
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B
o ]
+ 8 R
|
|
' | -
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P

s

]

L]

]

]

Once there is a physical layer established in our Collibra environment, start creating the logical

layer on top of it.

« Inthis phase, take any column and classify it as any data classification available, or let the
platform classify it for you.

» Also, assign a column to a data attribute.

From here, create additional assets or use existing assets of different types (data set, data
category, or business process) to establish a relation to these columns.

Data protection standards vs. data access rules

Collibra Protect has both standards and rules to govern your data with ease and clarity.

xiii
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Standards

Rules

FAQs

Data protection standards create a layer of protection for
similar types of data by masking them wherever they are.

For example, if columns with first and last names are a part
of the Pll data category, regardless what tables, schemas,
and databases they are part of, create a standard that tar-
gets all of these columns by choosing the Pl data category
and masking it.

After establishing this primary layer (blanket) of protection
to your most sensitive data, use data access rules to man-
age access and enhance protection for specific usages.

For example, create a rule that grants access to a specific
group, for a specific data set, while knowing that all Pl within
this data set will be masked by the standard we created
before.

1. What if  want to grant access to a group without having the Pl masked?

» When creating a rule for an asset that contains data masked by a standard, choose to

override it by unmasking it or changing its masking type.

2. What If | want to grant access to a group, but the protection from the standard is not
enough because there might also be other sensitive data within this supported asset?
» When creating a rule, add additional layers of protection over the ones that were set
by any existing standard. Further protect the data by applying additional masking on or

by filtering the data.

Prescriptive paths

When creating a standard or rule, you select which asset(s) you want to protect and/or grant
access to. By default, you can grant access to a data set, a data category, and a business
process. Collibra Protect searches the knowledge graph, through relationships and/or

Xiv
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intermediate assets, to find which set of physical data layer assets, such as columns and
tables, this resolves.

The traversal of the knowledge graph is done through a set of prescriptive paths. For each
type of asset, there is a set of prescriptive paths to traverse to the column assets. See the
images below for more details.

Prescriptive path for data set

Data Set

/ N
N . .
/ s gcontains / is part of

N
/ S\

contains / is part of | Data Attribute

s
'
”
7

_~"represents / represented by

e
e
-

_——— —_

&

Column

Prescriptive path for data category

_| Data Category |.__
,/,”” | \\\\\
I\’/l‘cprcscnls / represented by ic]axsiﬁcs/ is classified hy\)ca[cgm‘izcs/ is categorized by
N ' 7
~~~~~~~ > Data Set €77~

~
~
~

~
N L .
~_contains / is part of
<
~

S

contains / is part of | Data Attribute

-
-
-

-
- ~“represents / represented by

-
-

-

Column

Prescriptive path for business process
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Business Process

7 ~

s N
/, \\
{ consumes / is consumed by irepresents / represented by
\ /’
~
N
Data Set
~
~
N ~
~~_contains / is part of

T
I
!
1
I ~
I
1
I
I
1

contains / is part of | Data Attribute

1

I

I z

] -7

1 R

1_l _~ " represents / represented by

~
-~

v -

Column
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Overview of Collibra Protect RERE

To work with Collibra Protect, ensure that you have a global role that has the Protect global ~ « = = =« -

permission and that it is enabled in your environment.
You will find, Collibra Protect, in the main menu . Click Protect. ~ « « « .

C] BusinessGlossary | e e
@ Catalog L s

[i'| Assessments

EF PolicyManager e

D Reference Data

.....

If Collibra Protect is not shown on the menu, the featureisnotenabled.  « « « « &

The landing page displays five tabs at the top of the page: Data Protection Standards, Data ~ *~ = ° * °
Access Rules, Data Source Policies, Groups, and Audit. ...

Xvii
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@ Protect

Data Protection Standards Data Access Rules Data Source Policies Groups Audit

Tab

Data Protection
Standards

Data Access
Rules

Data Source

Policies

Groups

Audit

Description

Define default data source access to data types based on data
categories, data attributes, or classes/classifications through data
protection standards

Note Data access rules for particular groups can override
created standards.

Use data access rules to grant groups different access to the same data
in data sets, in business processes, or identified by data categories.

View a list of policies that are currently active in the source data tables.
You can also import policies from your source database using the Col-
libra Protect Data Source Policies API.

Add groups through custom code via the Data Access APl link and view
existing current data access groups.

Note You mustadd at least one group before you can create a
standard or arule.

Generate an audit log for a preview of the last hour of ingested data from
the data source.

Xviii
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Data protection standards EEE

The Data Protection Standards page contains an overview of the available standardsinyour ~ « « « « -

environment.
....
Data Protection Standards Data Access Rules Data Source Policies Groups Audit e e e w
Data Protection Standards e
Page Section Descripton

Standards summary Under the heading, thereisasummary ~ * * * * *

about data protection standards. Click . . . . .
the Create a Data ProtectionStandard @ = * ° * °

button to create a standard and getstar- . . . . .
tedin CollibraProtect. =~~~

Recently Modified Standards This section shows the five most recently

modified standards. : : : : :

Standards table This table displays a detailed view of the . . . . .
created data protection standards. =~

In the Synchronization status column of the standards table, there are five status optionsthat . . . . .

can appear. To view the status of the standard in the data source, go to the source database. o
Synchronization Status Descripton

Active This standard is currently active in Col-
libra Protect and in the data source.

Xix
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Synchronization Status

Pending

Failed

Delete Pending

Not Deleted

Description

This standard has been created or edited,
and is pending synchronization.

The synchronization of this standard has
failed. Click the @ icon next to the failed

status to view additional information
about the error.

This standard will be deleted from the
data source in the next synchronization.

The deletion of this standard has failed.

Note Collibra Protect periodically synchronizes with the data source and statuses will be
Ipdated along with the synchronization. To learn more, go to the general configuration page.

XX
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Create a data protection standard

Data protection standards create a layer of protection by masking data wherever they appear.
Create a data protection standard to get started using Collibra Protect.

Create a Data Protection Standard x

Data protection standards apply default data source access to types of data based on data categories or data classifications. Data Access Rules for
particular groups will override these defaults.

Standard Name *
HR PIl Standard

Description

Mask personal information for HR with hashing

for the group ® Human Resources + =

protect * QREIEYEIEELLE Data Classification Personal Information

with* @ | Hashing v

Summary

For the Group Human Resources
protect Personal Information
with Hashing

Cancel Save Standard

Steps

1. In Collibra Protect, go to the Data Protection Standards tab.

2. Click the green Create a Data Protection Standard button.
» The Create Data Protection Standard dialog box appears.

3. Enter the required information. It is important to note that when selecting assets, user
permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an
option in the drop down menus.

Field Description

Standard name = Name of the standard being created.

xXi
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Field

Description
(optional)

Group

Data Category
/ Data Clas-
sification

Masking

Description

Description of the standard.

Group(s) for which the standard is created.

A data category or data classification to apply the protection on.

Masking option for the standard.

Note Click @ tolearn more about the masking options for
standards.

Note Click the plus sign to add more to each field where applicable. For example,
after selecting a group, click t to add another group into the standard, and click
= to delete a selected group. When entering the required information, you can
view the selections you made in the Summary section.

4. Click the green Save Standard button.
» The saved data protection standard appears in the standards table.

Modify a data protection standard

You can edit or delete a data protection standard after it has been created.

Edit a standard

Editing a data protection standard might be necessary in certain situations. For example,
change the masking method from default masking to hashing.

XXii
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Important You will only be able to edit standard assets if you have view asset
permissions. If one of the assets in the standard is unauthorized, you will not be able to
edit the standard until the view access permission is granted.

Steps

1. In the standards table, click the standard name, and then click the Edit button or click ¥

in the appropriate row
» The Edit a Data Protection Standard dialog box appears.

2. Edit the required information.

3. Click the green Save Standard button.
» The updated data protection standard appears in the standards table.

Edit a Data Protection Standard X

Data protection standards apply default data source access to types of data based on data categories or data classifications. Data Access Rules for
particular groups will override these defaults.

Standard Name *

Tool tip standard

Description
for the group ™ Human Resources -l =
and the group Marketing . =

protect” Data Classification GDPR data related to criminal convictions and offences
with * @ Default masking

Summary

For the Group Human Resources and Marketing

protect GDPR data related to criminal convictions and offences
with Default masking

Cancel Save Standard

Delete a standard

If you have an author/admin role, delete a data protection standard that is no longer necessary.

xxiii
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Steps

1. Inthe standards table, click the ¥ icon in the appropriate row
» The Delete data protection standard dialog box appears.

2. Click the red Delete button.

Delete data protection standard

You are about to delete the data protection standard Protect personal data. This action cannot be
undone.

Are you sure you want to proceed?

XXiv
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Data access rules

The Data Access Rules page contains an overview of the available rules in your environment.

@ Protect
at. jion Standards roups udit

Data Access Rules

Page Section

Rules summary

Recently Modified Rules

Rules table

Description

Under the heading, there is a summary
about data access rules. Click the Create
a Data Access Rule button to create a
standard.

This section shows the five most recently
modified rules.

This table displays a detailed view of the
created data access rules.

In the Synchronization status column, there are five status options that can appear. To view
the status of the rule in the data source, go to the source database.

Synchronization Status

Active

Pending

Description

This rule is currently active in Collibra Pro-
tect and in the data source.

This rule has been created or edited, and
is pending synchronization.

.....
-----
.....
.....
-----
.....
ooooo
.....
-----
ooooo
-----
.....
-----
ooooo
.....
-----
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Synchronization Status Description

Failed The synchronization of this rule has failed.
Click the @ icon next to the failed status
to view additional information about the
error.

Delete Pending This rule will be deleted from the data
source in the next synchronization.

Not Deleted The deletion of this rule has failed.

Note Collibra Protect periodically synchronizes with the data source and statuses will
be updated along with the synchronization. To learn more, go to the
general configuration page.
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Create adata accessrule

After establishing a primary layer (blanket) of protection to your most sensitive data using
standards, create data access rules to manage access to the data sources and enhance
protection for specific usages.

Create a Data Access Rule

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data categories. You can mask or hide columns by their data category and you can
also conditionally filter rows based on code set values.

Rule Name *

Marketing Gl Rule

Description

Set rule for the marketing group for the geographic information asset
Apply default masking for genetic datg

Set rule for
group* Marketing + _
asset®  Geographic Information g —

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchrenized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Default masking for JREELEIESN Data Classification Genetic data + =
and Select an action rows where Unauthorized has Selecta code set Select a code value
Summary

Grant access to Marketing
for Geographic Information
with Default masking for Genetic data

< Generate Preview

Cancel Save Rule

Steps

1. In Collibra Protect, go to the Data Access Rules tab.

2. Click the green Create a Data Access Rule button.
» The Create a Data Access Rule dialog box appears.

3. Enter the required information. It is important to note that when selecting assets, user
permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an
optionin the drop down menus.
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Field

Rule name

Description (optional)

Group

Asset Name

Description

Name of the rule
being created

Description of the
rule.

Group for which
the rule is being
created.

Data asset that
the rule is pro-
tecting. Protect
enables you to
protect the fol-
lowing asset
types: Business
process, data set,
and data cat-
egory. Learn
more in technical
background and
prescriptive
paths.
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Field

Masking (optional)

o Data Category / Data Classification

Description

Masking option
for the rule. Click
the @ to learn

more about

masking options.

o Selectadata
categoryora
data
classification
to apply
masking to.
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Field Description
Action (optional) Filter the data by
e 4 selecting hide or
o Data Classification
show.
° Code Set
o Select data
° Code Value classification
that is either
hidden or
shown

o Codesetto
set up row
filtering in the
tables. A code
set must be
selected to
filter by a code
value.

° Code value of
the code set
selected.

Important The grant access checkbox is selected by default. By leaving this
checkbox selected, you are granting access to the tables in the database with
columns linked to the selected assets to the selected group(s). If you do not want
to grant this kind of access to these groups, clear the grant access checkbox.

Note Click the plus sign to add more to each field where applicable. For example,
after selecting a group, click * to add another group into the standard, and click
= to delete a selected group. When entering the required information, you can
view the selections you made in the Summary section.

XXX



Chapter 7

4. Click Generate Preview to see a preview of the new rule.

Summary

Grant access to Marketing
for Geographic Information
with Default masking for Genetic data

< Generate Preview
Geographic Information ~

Column + Access

Masking

Code Value

C_ADDRESS_sdfxgxcfhcjhvjbvkjbk,jbjhgxdfzs... Masked
C_NAME Masked

DS_TBLOOO1_COLO0O1 Masked

0

0

0

Cancel Save Rule

Tip Use the preview to verify the data access rule is set up correctly. The
preview only shows the first 1,000 affected columns. The drop-down below the
Generate Preview button is used to switch between the different selected assets

in the rule. Each asset has its own preview table.

5. Click the green Save Rule button.

» The saved data access rule appears in the rules table.

Modify a data access rule

You can edit or delete a data access rule after it has been created.

Editarule

Editing a data access rule might be necessary in certain situations. For example, change the

code set value from BE to US.

Important You will only be able to edit rule assets if you have view asset permissions. If
one of the assets in the rule is unauthorized, you will not be able to edit the rule until the

view access permission is granted.
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Steps

1. Inthe rules table, click the rule name, and then click the Edit button or click # in the

appropriate row
» The Edita Data Access Rule dialog box appears.

2. Edit the required information.

3. Click the green Save Rule button.
» The updated data access rule appears in the rules table

Edit a Data Access Rule

‘

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data categories. You can mask or hide columns by their data category and you can
also conditionally filter rows based on code set values.

Rule Name *
MH Rule 1

Description

Set rule for

group®  Marketing = —

asset” Customer Data + -
® Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Hashing for JREEREIELLY Data Classification Personal Infarmation i =
and Select an action rows where Unauthorized has Select a code set Select a code value
Summary

Grant access to Marketing
for Customer Data
with Hashing for Personal Information

< Generate Preview

Delete arule

If you have an author/admin role, delete a data access rule that is no longer necessary.
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Steps

1. Inthe rules table, click the ¥ icon in the appropriate row
» The Delete data access rule dialog box appears.

2. Click the red Delete button.

Delete data access rule

You are about to delete the data access rule Rule 1. This action cannot be undone. |

Are you sure you want to proceed?
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Data source policies SEE8

The Data Source Policies page contains an overview of the available policiesinyour =« = « =«

environment.

....
Data Protection Standards ~ DataAccessRules  Data Source Policies  Groups Audit e e e
Data Source Policies@®» e
The data protection policy table displays a list of policies that are currently active inthe source =+« « + -

data tables. This includes policies that were created via Collibra Protect as well as policies that L

were created in the data source manvalty. T
Note Collibra Protect currently only supports the Snowflake data source. o
The table columns include: .

Column name Descripton ... ..

Data Protection Policy Name Policies that originated in Protecthave = . . . . .
this structure: [DB name][SCHEMA = = ° ° °

namel.[policy type*].[assetid]. @ <« . .

*Policy type can also be masking/row-

filtering ..

Policy Logic This column contains the SQL command =~ . . . . .
that is executed in Snowflake whenever o
the user tries to access the protected @~ « « « « =«
object and will determine how todisplay =~~~

the data to the user.
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Column name Description

Tags For policies that originated in a standard,
this column lists the name of the attached
tag. The convention is that each tag has
the name of the asset that is included in
that standard.

@ Browse

@ Protect

Data Protection Standards  DataAccessRules  Data Source Policies  Groups Audit

Data Source Policies @

Thisis a list of policies that are currently active in the source data tables,

Data Protection Policy Name + Policy Logic Tags

PROTECT_QAM coL _PoLI : PoLICY/38032 3282706/

PROTECT_QAM L . POLICY/5263b472-0f0 2cdbo8odd.

PROTECT_QAM I . POLICY/5263b47a-0fd: 2cdbo89dd. "PROTECT_QAMASKING Personally Identifiable Infor mation”
PROTECT_QAM L . POLICY/5263b472-0f0 2cdbosodd.

PROTECT_QAMASKING COLL . POLICY/5263b472-0fd 2cdbosodd.

PROTECT_QAMASKING COLL | POLICY/5263b472-0fck 1 20db089dd. "PROTECT QA MASKING Personally Identifiable Infor mation”
PROTECT_QAMASKING COLL . POLICY/5263b472-0fd 20db089dd... e

PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 2db089dd...  create or replace masking policy " as (VAL BOOLEAN) retu.. 'PROTECT QAMASKING Personally Identifiable Information”
PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 2db089dd...  create or replace masking policy " as (VAL DATE) returns DA.. "PROTECT_QAMASKINGPersonally Identifiable Information”
PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 2db089dd...  create or replace masking policy "

PROTECT_QAMASKING COLL . POLICY/5263b472-0fd 2db089dd...  create or replace masking policy " as (VAL FLOAT) returns .. 'PROTECT_QAMASKING Personally identifiable Information”
PROTECT_QAMASKING COLL | POLICY/5263b472-0fck 120db089dd...  create or replace mas! a5 (VAL FLOAT) returns

PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 200b089dd...  create a5 (VAL FLOAT) returns

DOATECT (& MBCKING (1 1D &AAGKINE D IV IE2aTh A2 A2 A.020NAI IrRIBOAA  mrmmsa mv vl ama masirins malisms STs 7208 ARGETER DATTrY /87 ThATaNeda 4160 _02RA_A21 2AINNGOAA fmram me £orar mroams assrens

Types of policies on Snowflake

There are three types of policies on Snowflake: Column-based policies, row access policies,
and tag-based policies. Each type can be created in Protect or on Snowflake.

For rules, policies are created directly on the column level. Row access policies are created
when row filters are specified. For standards, the policy is created, attached to a Snowflake
tag, and attached to the tab on any affected column.
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Groups

The Groups page contains an overview of the created Collibra Protect groups in your
environment.

Data Protection Standards Data Access Rules Data Source Policies Groups Audit

Groups

The groups table displays a list of groups that are currently active in the data source.

Data Protection Standards Data Access Rules Data Source Policies Groups Audit

Groups

@ Adding Groups
To add a group, you have to use the Collibra Protect Group API. Currently, only Snowflake data sources are supported.

Group Name System Reference ‘ Created By Created date

oD "Snowflake": "string" s Admin Istrator Jun 16, 2022, 8:52 AM
Human Resources "snowflake": "HR" 5 Admin Istrator May 11, 2022, 11:39 AM
Marketing "Snowflake": "MARKETING" a Admin Istrator May 11, 2022, 11:39 AM

Note Collibra Protect currently only supports the Snowflake data source.

The table columns include:

Column name Description

Group Name Name of the Protect group

System Reference

Created By User who created the Protect group
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Column name Description
Created Date Date the group was created

Adding groups in Collibra Protect

To add a group, use the Collibra Protect Group APl link. This action must be done before any
data protection standards or data access rules can be created.
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Audit S

The Audit page allows you to generate an audit log of access records from the datasource.  « « « « -

.....

Data Protection Standards Data Access Rules Data Source Policies Groups Awgit s s e ow e

Audit @ C
Generate an audit log S
Why would | need to generate an audit log? S

Note The actions you take in Collibra Protect only appear in an audit log after one hour. .
Steps S
1. InCollibra Protect, go to the Auditteb. e

Click one of the predefined time buttons (Today, Yesterday, A week ago,or 30 daysago) =~ = = = °
or use the date picker to specify a start date for the auditlog. o o

2. Click the green Generate Log button. ... "~ """~
» The audit log displays the first 1,000 records after the selected starttme. < « <« «

Note Important Generating anauditlog can take some time. Do not navigate =~~~
\way from the page or your request is canceled. For full details, contactyourdata . . . . .
source administrator. e e e e
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Audit &

Vesterdsy  Aweskago 30 daysago

Start Date
081292022 ]

® For audit log generation, data sources may have latency to summarize access records. Logs generated

Query I0 Query Start Time
01274800-0501-6c9a-0001-000306/6b1 9e Sep 29, 2022. 200 AM
01a74800-0501-ec9a-0001-000306/6b1 a2 Sep 29, 2022. 2:00 AM
01374800.0501-£306-0001-000306#696d2 Sep 29, 2022, 2:00 AM
01274800-0501-ec9a-0001-000306/6b1 26 Sep 29, 2022. 200 AM
01a74801.0501-£ad6-0001-000306169dda Sep 29,2022, 2:01 AM
01a74801.0501-ec93-0001-000306/6b1b5 Sep 29,2022, 2:01 AM
01a74831-0501 -6C9a-0001-000306/6b1 ba Sep 29,2022, 201 AM
01a74831-0501-€ad6-0001-000306(69de2 Sep 29,2022, 2:01 AM
012748010501 -ec9a-0001-000306/6b1 b Sep 29,2022, 201 AM
01274801-0501-6c9a-0001-00030646b1 <2 Sep 29, 2022, 201 AM

y not contain

Source User Name
MELIK

MELIK

MELIK

MELIK
CERTIFICATION
CERTIFICATION
CERTIFICATION
CERTIFICATION
CERTIFICATION
CERTIFICATION

most recent access.

Direct Objects Accessed
TEST_CB.PUBLICMAIN_EXAMPLE

TEST_DB PUBLICMAIN_EXAMPLE

TEST_DB.PUBLIC.DEPENDS_ON_EXAMPLE

TEST_DB.PUBLICNODES DEPENDS_ON_EXAMPLE

DQPUBLIC EMPLOYEES
COLLIBRA.TPCH_SFOD LINEITEM
DQPUBLIC EMPLOYEES
COLLIBRATRCH_SFODT LINEITEM
DQPUBLIC EMPLOYEES
COLLIBRATRCH_SFOD1 LINEITEM

Base Objects Accessed
TEST_DB.PUBLIC MAIN_EXAMPLE
TEST_DB.PUBLIC MAIN_EXAMPLE
TEST_DB PUBLIC MAIN_EXAMPLE
TEST_DB.PUBLIC MAIN_EXAMPLE
DQPUBLIC EMPLOYEES

COLUIBRATPCH_SFOD1 LINEITEM
DG PUBLIC EMPLOYEES

COLUBRATPCH_SFODT.LINEITEM
DG PUBLIC EMPLOYEES

COLLIBRATPCH_SFOU1 LINEITEM

4 150 51100 101150 70112 »

The audit log table columns include:

Column name
Query ID

Query Start Time

Source User Name

Direct Object Accessed

Base Object Accessed

Description
The ID of the query in the source DB.

Date and time of the query in the source
DB.

Name of the user in the source DB that
conducted the query (accessed the
data).

The DB object that was used to access
and view the data (a table or a view).

The DB object that was accessed and
viewed.
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Why rules or standards fail 3553

Certainrules or standards may fail due to logical errors. This section describes some ofthe  ~ + « = = =«
common scenarios that cause themto fail.
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Different types of masking affecting the same
column

Note In this topic, the term agent refers to a data category or a data classification.

Masking within a rule

Scenario

Arule that is set for a group masks multiple agents using different types of masking, and the
agents share the same column. This scenario is applicable regardless of whether the rule
applies to a single asset or multiple assets.

Example

Consider arule that is set for the Marketing group. The rule masks the Personal Information
data category by hashing and masks the Personal and family details data category by showing
only the last two digits. Suppose that both these data categories share the same column. Then,
the rule will fail because the same column cannot be masked using two different masking types
for a given group.
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Rule Name *

Masking within a rule

Description

Set rule for

group *  Marketing ~ =
asset™  Customer Data . =
and the asset Audit & Internal Controls + -

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Hashing for Data Classification Personal Information + -

with @ Show last 2 for Data Classification Personal and family details + =

and | Select an action rows where Select a data classification has = Selecta code set Select a code value
Summary

Grant access to Marketing

for Customer Data and Audit & Internal Controls

with Hashing for Personal Information and

with Show last 2 characters for Personal and family details

Masking between rules

This scenario is similar to the previous scenario except that this scenario considers two rules,
instead of one, that are set for the same group. The masking types for the agents in the two
rules are different, and both the agents share the same column. Then, a conflict occurs
because the same column cannot be masked using two different masking types for a given
group.

When two rules conflict with each other, if the synchronization status of only one of them is
Active, then the other rule fails. If, however, the synchronization status of both the rules is
Active or Pending, then both of them fail.

This scenario is applicable regardless of whether the agents are the same or different, and
regardless of whether the rule applies to a single asset or multiple assets.
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Rule Name *
Masking between rules - 1

Description

Set rule for

group *  Marketing I =
asset ¥ Customer Data + f =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Hashing for JREEYEIEUM Data Classification Personal Information + -
and | Select an action rows where = Select a data classification has | Selecta code set Select a code value
Summary

Grant access to Marketing
for Customer Data
with Hashing for Personal Information

Rule Name *

Masking between rules - 2

Description

Set rule for

group *  Marketing = =
asset*  Audit & Internal Controls + =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Show last 2 for JREEKEIE:LM Data Classification Personal and family details A =
and | Select an action rows where Select a data classification has  Selecta code set Select a code value
Summary

Grant access to Marketing
for Audit & Internal Controls
with Show last 2 characters for Personal and family details

Masking between standards

Scenario

Two standards mask different agents, and the agents share the same column. This scenario is
applicable regardless of whether the groups and the masking types are the same or different.
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Example

Consider two standards. The first standard masks the Personal Information data category, and
the second standard masks the Name data classification. Suppose that both the agents share
the same column. Then, a conflict occurs because more than one standard cannot be applied
to the same column via different agents.

Note Thisis alimitation on how Collibra Protect implements standards on Snowflake.

When two standards conflict with each other, if the synchronization status of only one of them
is Active, then the other standard fails. If, however, the synchronization status of both the
standards is Active or Pending, then both of them fail.

Standard Name *

Masking between standards - 1

Description

for the group *  Marketing o N -

protect * BDEEYEIE-W3M Data Classification Personal Information

with * @ Hashing

Summary

For the Group Marketing
protect Personal Information
with Hashing
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Standard Name *

Masking between standards - 2

Description

for the group * Human Resources + -

protect * | Data Category QDEIENUECHI LI Name

with * @ Show last >

Summary

For the Group Human Resources
protect Name
with Show last 2

Conflicting filters affecting the same column

Filtering within a rule for the same data classification

Scenario
Arule that is set for a group contains conflicting filters for the same data classification.This

scenario is applicable regardless of whether the rule applies to a single asset or multiple
assets.

Example

Consider arule that is set for the Marketing group and the Customer Data asset. The rule
contains two filters for the Country data classification.
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Rule Name *

Filtering within a rule for the same data classification

Description

Set rule for

group *  Marketing + =
asset® Customer Data + -

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for Data Classification Select a data category

and  Show rows where Country has Country code BE
and Hide rows where = Country has Country code PL
Summary

Grant access to Marketing

for Customer Data

and Show rows where Country has Country code: BE
and Hide rows where Country has Country code: PL

If any of the tables in the asset contain a column that is classified as Country:

¢ The first filter shows the rows that contain BE in that column.
¢ The second filter hides the rows that contain PL in that column.

Then, this rule will fail because two conflicting filters affect the same column.

When applying a filter for a specific data classification, you must select only one type of action.
Thatis, you can choose to either show rows based on one or more values or hide rows based
on one or more values. You must not use the show and hide filter actions together for the same

data classification.

Filtering within a rule for different data classifications

Scenario

Arule that is set for a group contains conflicting filters for different data classifications that
share the same column. This scenario is applicable regardless of whether the rule applies to a

single asset or multiple assets.
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Example

Consider arule that is set for the Marketing group and the Customer Data asset. The rule
contains two filters: one for the Country data classification, and another for the State data
classification.

Rule Name *

Filtering within a rule for different data classifications

Description

Set rule for

group *  Marketing ~ =
asset ™ Customer Data + -

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for Data Classification Select a data category

and  Show rows where Country has Country code BE AF =
and Hide rows where = State has Country code PL + -
Summary

Grant access to Marketing

for Customer Data

and Show rows where Country has Country code: BE
and Hide rows where State has Country code: PL

If any of the tables in the asset contain columns that are classified as Country, the first filter
shows only the rows that contain BE in those columns.

If any of the tables in the asset contain columns that are classified as State, the second filter
hides only the rows that contain PL in those columns.

Suppose that a column is classified as both Country and State. That is, data classifications
Country and State share the same column. Then, this rule will fail because two conflicting filters
affect the same column.

Filtering between rules for same or different data
classifications

This scenario is similar to the previous scenarios except that this scenario considers two rules,
instead of one, that are set for the same group. The filter in one rule is different from the filter in
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the other rule, and both the filters affect the same column. Then, a conflict occurs because two
conflicting filters affect the same column.

When two rules conflict with each other, if the synchronization status of only one of them is
Active, then the other rule fails. If, however, the synchronization status of both the rules is
Active or Pending, then both of them fail.

Rule Name *

Filtering between rules for same or different data classifications - 1

Description

Set rule for

group®  Marketing =
asset™  Customer Data ~ =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for EDEIENENTIM Data Classification Select a data category
and  Show rows where = Country has Country code BE + -
Summary

Grant access to Marketing
for Customer Data
and Show rows where Country has Country code: BE

Rule Name *

Filtering between rules for same or different data classifications - 2

Description

Set rule for

group *  Marketing e =
asset”  Personal Information ~ il =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for QDEIENEIE:LIM Data Classification Select a data category
and Hide rows where = Country has Country code PL aF =
Summary

Grant access to Marketing
for Personal Information
and Hide rows where Country has Country code: PL
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Reference documentation EERE

As described in the DB synchronization section, Collibra Protect periodically doesan = =« = « =«

aggregation of all data protection standards and data access rules available. These standards ., . . . .
and rules prepare a representation containing all databases, schemas, tables, and columns ~ * = * * *

involved as well as their protections and accesses. The synchronization process thentriggers . . . . .

Edge capabilities, like Collibra Protect for Snowflake, that are responsible for translating the

representation to actions toward the data source provider using their technology. This ~ « « « «

process might involve JDBC and REST calls to perform low-level operations to guarantee that

the protections and accesses are applied. e e
Collibra Protect for Snowflake ...
Data protection standards rely on tag-based masking policies available in Snowflake. The C

name of the data category or data classification specified in the standard becomes a tag,

which is applied to all affected columns to enforce data protection. For example, let'ssaya =« « « « =«

standard is created on the Personally Identifiable Information data category torestrictaccess . . . . .
for different groups with the organizaton. -~~~

.....
for the group*  Everyone

and the group  Human Resources

andthegroup Marketng v+ = e e e e e

andthe group  Sales e T

protect * [[EEYERERAll DataClassification | Personallyldentifible Information oy e s e
with* @ pefautmasing o e .

When synchronized and active, the standard resolves to 14 masking policies, whichisone for | . | | .
each Snowflake data type. The masking policies are created at the schema levelandusethe ~ * = = * *

following naming convention: COLLIBRA/MASKING_POLICY/<asset ID>/<snowflake type>. . . . . .
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Results Data Preview

v QuerylD SOL 84ms 18 rows
4, Copy
Row created_on name T database_name schema_name kind ‘owner
1 2022-09-06 03:4113.. COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b812-8853121b36b1/ARRAY PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
2 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/BINARY PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
3 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226¢Cc-0ab0-4023-b912-985312fb3601/BOOLEAN PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
4 2022-08-06 03:4113... COLLIBRA/MASKING_POLICY/28d226¢cc-0ab0-4d23-b912-985312fb36b1/DATE PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
5 2022-08-06 03:41:13... COLLIBR A _POLICY. 3-b812-885312fb36L1/FLOAT PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
6 2022-09-08 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/GEOGRAPHY PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
7 2022-09-06 03:41:13.. COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b812-985312fb36b1/NUMBER PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
8 2022-09-06 03:4113... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4423-b912-985312fb36b1/0BJECT PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
9 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-085312fb36b1/STRING PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
10 2022-09-06 03:4113...  COLLIBRA/MASKING_POLICY/28d226¢c-0ab0-4423-b912-985312b36b1/TIME PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
11 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/TIMESTAMP PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
12 2022-09-06 03:4113.... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/TIMESTAMP_LTZ PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
13 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-9853121b38b1/TIMESTAMP_TZ PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
14 2022-08-06 03:4113... COLLIBRA/MASKING_POLICY/2Bd226cc-0ab0-4d23-b912-9853121b36b1/VARIANT PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN

The example below shows a masking policy created for the type STRING.

Note The datathe consumers see depends on the masking option selected. Go to the
Masking and Data Types page to learn more.

] o
Details

{ 1 CASE
2 WHEN CURRENT_ROLE() = '"PUBLIC' THEN "=x'
3 WHEN CURRENT_ROLE() = 'HR" THEN '=*’
4 WHEN CURRENT_ROLE() = 'MARKETING' THEN '=%'
5 WHEN CURRENT_ROLE() = 'SALES' THEN '#*'
6 ELSE val
7 END

) 7

All masking policies are then associated with the Personally Identifyable Information tab, which
is created at the schema level and assigned to all columns where the protection needs to be
applied. At runtime, Snowflake fetches the right masking policy based on column data type.

Data Access Rules are translated as a combination of grant instructions, dynamic masking, and
row access policies when specified in the rule. For example, a data set named Employee Data
has sensitive columns categorized as Personally Identifiable Information.


https://docs.snowflake.com/en/sql-reference/sql/grant-privilege.html
https://docs.snowflake.com/en/user-guide/security-column-ddm-use.html
https://docs.snowflake.com/en/user-guide/security-row.html
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& Business Analysts Community » T New Data Sets

4] Employee Data

# DataSet ® Candidate O ao Do E"’_
[ Add characteristic IR
& Summary O #+ Name is part of
Details [ EMPLOYEE_NAME EMPLOYEES
o 2 EMP_ID EMPLOYEES
i DataElements
o 7 DEPT_ID EMPLOYEES
§8  Sample data o 10 SALARY EMPLOYEES

In Collibra Protect, arule is created to grant access of that data set to Human Resources.
Since the Grant Access chechbox is enabled, each database, schema, and table in that data

set received a grant for the Snowflake role specified and each column that has protection
received a column masking policy.

Let's look closer at one of the columns, such as EMPLOYEE_NAME. It belongs to the
EMPLOYEES table within the DEMO schema within the PROTECT_QA database.

 Business Analysts Community » & Schemas » £ Protect QA 2 Connection > PROTECT_QA > DEMO

EMPLOYEE_NAME

Column @ Candidate <o o 5%

m < sYsSnowflake » EPROTECT_QA » 33DEMO » BEMPLOYEES » 8 EMPLOYEE_NAME

@

Summary Description from source system @

Empty value

@

Details

5

Data Profiling
. Technical Data Type

VARCHAR

o
a8

Diagram

In Snowflake, each column has a masking policy assigned to it. The masking policies created at
the schema level follow the naming convention: COLLIBRA/MASKING_POLICY/<asset ID>.

The content of the masking policy created for the column EMPLOYEE_NAME is shown below.
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Details

CASE
WHEN CURRENT_ROLE() = 'HR' THEN val
WHEN CURRENT_ROLE() = 'PUBLIC' THEN '«
WHEN CURRENT_ROLE() = 'MARKETING' THEN 'x'
WHEN CURRENT_ROLE() = 'SALES' THEN '#'
ELSE val

NoaswN =

Done

The Human Resources group has access to the plain data without any masking while the other
groups have masked access as created in the data protection standard.

Important In this example, the column EMPLOYEE_NAME has the policy tag and a
column masking policy assigned to it. In Snowflake, when both are present, the column
masking policy takes precedence and the policy tag is not executed. To mitigate this
behavior and ensure that the protection defined in the standard is applied, we prepare
the column masking policy with the conditions defined in the policy tag.
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Masking and data types

Snowflake provides several functions to transform the data. In Collibra Protect, we support

four masking options.

1. Default Masking is not supported by Snowflake. This implementation was added in our
Protect capability, so protection can be applied to a wide range of data types. Each
column received a default value according to the column data type. Below is a list of
Snowflake data types and their default values.

10

1

12

Column Data

Type
NUMBER
DECIMAL
NUMERIC
INT
INTEGER
BIGINT
SMALLINT
TINYINT
BYTEINT
FLOAT
FLOAT4

FLOATS

Snowflake Data Default Masking Value

Type
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
FLOAT
FLOAT
FLOAT

FLOAT

0]
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13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

Column Data
Type

DOUBLE

DOUBLE
PRECISION

REAL
VARCHAR
CHAR
CHARACTER
STRING
TEXT
BINARY
VARBINARY
BOOLEAN
DATE

DATETIME

TIME

TIMESTAMP

Snowflake Data Default Masking Value

Type
FLOAT

FLOAT

FLOAT
VARCHAR
VARCHAR
VARCHAR
VARCHAR
VARCHAR
BINARY
BINARY
BOOLEAN

DATE

TIMESTAMP_

NTZ

TIME

TIMESTAMP_

NTZ

00

00

false

1970-01-01

1970-01-01

00:00:00.000

00:00:00

1970-01-01

00:00:00.000

liv
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28

29

30

31

32

33

34

Column Data
Type

TIMESTAMP_
LTZ

TIMESTAMP_
NTZ

TIMESTAMP_
TZ

VARIANT
OBJECT
ARRAY

GEOGRAPHY

Snowflake Data

Type

TIMESTAMP_
LTZ

TIMESTAMP_
NTZ

TIMESTAMP_
TZ

VARIANT
OBJECT
ARRAY

GEOGRAPHY

Default Masking Value

1969-12-31
16:00:00.000-0800

Might change based on user TZ

1970-01-01

00:00:00.000

1969-12-31
16:00:00.000-0800

Might change based on user TZ

0

{}
[l

{"coordinates": [0,0],"type": "Point"} (aka
point(0, 0) and visualization can change
based on user preferences)

In Collibra Protect, we also support the hashing and show last masking options. These
can only be applied to Snowflake data types STRING, NUMBER, and FLOAT.

2. Hashing allows us to use Snowflake's SHA2 value function for strings, and the

HASH value for numbers

3. Show Last allows us to use the substr(to_varchar(value), length(value) - n, n) expression

for strings, and mod(value, power(10,n)) for numbers. Value is the content and niis the
number of characters to be shown.

4. No Masking is when the raw content is returned.



Chapter 12

Note Whenever a masking option cannot be applied, like hashing on the DATE type,
default masking is applied, so protection is guaranteed.

lvi
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Collibra Protect
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About Collibra Protect

Collibra Protect is a capability of the Data Intelligence Cloud created to protect sensitive data
and make it available, or partially available, to specified groups of users.

Collibra Protect solves the problem of protecting sensitive data in an organization. Different
groups of people may need varying access levels to the same data set. With Collibra Protect,
access rules and data protection standard capabilities allow you to grant access to individuals
and protect sensitive information. These rules and standards with different data access levels
are managed through the Collibra platform and pushed to the data source. Our aimis to
promote a safe data-open culture in organizations.

The goal of Collibra Protect is to centralize and simplify access governance and remove the
need of repetitive action and approval. Data access and privacy management promotes an
ethical company standard giving permission to view information only to those that need it.
Collibra Protect allows you to perform these actions accordingly.

An example use case of Collibra Protect is a data steward giving everyone access to a data
set, but only allowing certain access to groups of people based on data categories. This is
known as differential access. It is suggested that rules/standards are grouped together, for
example by business processes, so you do not have to make a rule or standard for every data
set.

.....

.....

ooooo

ooooo

.....
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Install Collibra Protect R
This procedure guides you through a first time installation of Collibra Protect. :
Prerequisites S

You must add the Snowflake capability on Edge as well as perform a catalog ingestion. . . . . .

uuuuu

Configure the Collibra Protect for Snowflake capability on Edge. Settings - (Edge) Sites—» =« * * ¢

Your site » Capability » Add capability — fillin the needed parameters: . . . ..

o For"Capability template" choose "Collibra Protect for Snowflake". =« = o ¢

* The "Snowflake Connection" can be the same connection used for doing catalog

ingestion. Make sure that the Snowflake user/role has enough permissionsto = = =« =
create/alter/drop grants, tags,etc.

-----
-----

Aningested Snowflake database should look like the example below. = =«

-----

-----

-----

-----

€3 Configuration Snowflake New Applications &
.....

-----

Note The Data Source Type attribute on the database asset should be present. This
attribute is automatically added in database assets, after the catalog ingestion process.


co_connecting-to-data-sources.htm
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Steps

1. Contact a Collibra support or your representative to enable Collibra Protect on your Col-
libra environment.
2. Ensure global roles and permissions for Collibra Protect are set correctly.
® Browse  Q search + % Tk 7

£} Settings |  General Operating model Roles and permissions Workflows Users and groups Services Configuration Migration Logs Edge

<
Add o
€ Globalroles Name + Description Required license | Members
B Resource roles Catalog Author Standard X Admin Istrator
" Data Dictionary Read-only @ Everyone
@, Global Permissions
DataSteward Allows usage of Data Steward... ~ Read-only @ everyone
B Resource Permission DataSteward Author Standard
Edge integration engineer Allows managing connections... ~ Standard v
Edge manager Allows creating and deleting E... ~ Standard ¥
Edge site Allows connection from Edge ...~ Standard 4 Edge privacy-risk-qa-25-07 5
Edge site administrator Allows downloading Edge site...  Standard v
Glossary Allows usage of Business Glo...  Read-only
Helpdesk Read-only @ Everyone
Insights Standard @ Everyone
Policy Manager Read-only @ Everyone
Protect Admin In this role, you have the sam... ~ Standard L Admin Istrator
Protect Author In this role, you can create rul...  Standard & Administrator g Author User
Protect Manager This is a role for our systemu...  Read-only 4 Edge privacy-risk-qa-25-07  § Policy Lifecycle Management API User
Protect Reader In this role, you can view Colli.. __Read-only 4 Reader User
ReferenceData Allows usage of Reference Da... ~ Read-only @ tveryone
Sysadmin Allows for configuring and m...  Standard 4 Admin Istrator

3. Collibra Protect is installed.
» You can now access and start using Collibra Protect via the &

menu.
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Configure Collibra Protect S8

Configuring within Collibra Protect is an important part of understanding and using Colliora = =« = = =«
Protect toits highest ability.

Prerequisites S

» You need to have Data Catalog permissions. If not, you cannot see any classificationin = °~ ° * °

.....

either standardsorrules. L

-----

¢ You need to have a Data Steward role within Collibra. If not, you cannotseethe = ° " ° °

classification page when selecting a classification in Collibra Protect. ~ « « « . .
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Roles in Collibra Protect

It is possible to assign different roles to Collibra users that use Collibra Protect. The roles are

provided and have pre-defined permissions that restrict the usage of the application.

Roles

Protect Reader

Protect Author

Protect Admin

Description

Users in this role can view Collibra Protect with
read-only access to the content. This role is
assigned to ‘Everyone’ and grants the users
the ‘protect’ permission. Without this per-
mission, users cannot see ‘Protect’ as an
application in the i menu. They also cannot
navigate to protect related URLs or access
protect endpoints.

Users in this role can create rules and stand-
ards, view imported policies and groups, and
generate audits as an individual contributor.
This role grants the product right permission
‘protect’ and the ‘protect_edit’ permission.
Authors can only modify rules and standards
they own. This role is not assigned to anyone
automatically.

Users in this role have the same permissions
as the Protect Author role as well as the ability
to edit other user's rules and standards. This
role grants the product right permission ‘pro-
tect’, ‘protect_edit, and an extra ‘protect_
administration’ permission. This role is not
assigned to anyone automatically.
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Roles

Protect Manager

Description

This role is restricted to our system user to

manage background processes and setup
configurations for Collibra Protect and it
should not be assigned to other Collibra users.

Configure groups

Before you start working in Collibra Protect, you need to configure your groups. Protect

groups are the basis of all the actions performed in Collibra Protect.

Associate a Protect group with Snowflake

Each Snowflake user is assigned to one or more Snowflake roles. Permissions are based on

these roles. View the example below of the roles page in Snowflake. Any/all roles can be

correlated to a Collibra Protect group.

Account

#) Create L4
Role «
ACCOUNTADMIN
ANTONIO

BILLING
CERTIFICATION
CUSTOMER_SERVICE
DATALIFT_ROLE
Direct Marketing
FIVETRAN_ROLE
GLOBAL_PS

HR

Law

MARKETING
MARKETING2
MARKETING3
PC_DBT_ROLE
PLM

PLM_QA_HR

< ull
Roles.
Creation Time Owner

81182019, 1:47:25

6/27/2022, 10:10°4...

6/2/2022, 4:07:43 ...

415/2020, 212:24 .

6/2/2022, 4:05:29

5/6/2020, 9:56:54 ...

6/27/2022, 10:12:4...

1/27/2022, 10:27:58.

8/27/2021,2:36119 .

10/22/2021, 1:38:44...

3/3/2022, 9:00:27 ...

8/29/2021, 1:59:26 .

9/29/2021, 23677 ..
8/30/2021, 3:56:47 ...
5/6/2022, 9:08:33 ...

10/22/2021, 1:30:58..

2/24(2022, 3:38:20.

SBI_TEMPLATE_SN..
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
SBI_TEMPLATE_SN..
SECURITYADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN
ACCOUNTADMIN

ACCOUNTADMIN

Q i

Wstery  Account

Comment

Account administrator can manage all aspects of the account.

System created role for partner elt integration.

PLM QA HR Read Only Role

a

Notifications

E ACCOUNTADMIN

Snowsight

Last refreshed 9:39:40 AM &

Vi
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How to create Collibra Protect groups?

When you initially go to the Groups tab in Collibra Protect, there are no groups created. There
is a link at the top of the page to the Groups API that creates new groups in Collibra Protect.
Use this API link to create new groups and associate it with a specific role in Snowflake.

Groups

© Adding Groups.

To add a group, you have to use thel Collibra Protect Group APL|Currently, only Snowflake data sources are supported.

Group Name | System Reference Created By ‘ Created Date
; 4 3 ( of
e [ P W Q L f B Iy (2] —
Desboses  Shavee History  Account Partner Connect  Help  Notifications  Snowsight Tl

Reset HUMAN RESOURCES SALES

Results  Data Preview

« QueryID SQL 90ms 37 row
& Copy

Row created_on name is_default is_current
1 2019-09-1716:47:2.. ACCOUNTADMIN N Y
2 2022-06-27 01:10:4.. ANTONIO N N
3 2022-06-020707..  BILLING N N
4 2020-04-150512:2.. CERTIFICATION N N
5  2022-08-02 07:05: CUSTOMER_SERVICE N N
6 2020-05-06 00:56 DATALIFT_ROLE N N
7 2022-06-27 01:12:4.. Direct Marketing N N
B 2022-01-2713:275.. FIVETRAN_ROLE N N
9 2021-09-27 05:36:1.. GLOBAL_PS N N
10 2021-10-22 04:38:4..  HR N N
N 2022-03-03 00:00: LAW N N
12 2021-09-20 04:59:.. MARKETING N N

General configuration

+ Roles

is_inherited

N

< z <= z < zZ =< Z =< Z Z

New Worksheet Standard introspection BILLING + v >l

28 ACCOUNTADMIN yl] » DEMO.WH @ PLMOA 38 TPCHLSF1 ® =

« Open History

Columns »  *

assigned_to_users granted_to_roles granted_roles owner comment

35 Account administrat...
1 SBI_TEMPLATE_SN.
1 ACCOUNTADMIN
1 ACCOUNTADMIN
1 ACCOUNTADMIN
1 ACCOUNTADMIN
1 SBI_TEMPLATE_SN.
3 SECURITYADMIN
1 ACCOUNTADMIN
10 ACCOUNTADMIN

o ACCOUNTADMIN

O O o O O = 0O © 0O © O W

-~ 8 = © 4 & N © = © = ©°

n ACCOUNTADMIN

Collibra Protect synchronizes standards and rules with the source database(s) at regular

intervals. This synchronization runs in the background on a configured frequency. By default,

the frequency is every 60 minutes, but this is configurable through Settings — Services

Configuration —» 27 Collibra Protect.

vii
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® Browse Q search + ¥ msa ) @ 0

£} Settings I General Operating madel Roles and permissions Workflows Users and groups Services Configuration Migration Logs Edge

Q protectConfiguration @

1 General settings

Reset to default Edit configuration
17 Help menu Required fields are marked with a *
2 Email configuration
27 Notifications 27 Collibra Protect v
Hyperlinking configura...

w

4 Recommender configu... Collibra Protect Configuration
5 Search index configura...
5.1 Tokenizer 27.a Protect scheduler fixed delay
52 Boosting 30 Fixed delay (in minutes) between synchronizations.

53 Slow logs configurat...
5.4 Search Event Log co...

o

Statistics configuration

~

Import configuration
1 Excel import config...

8 Excel export configurat...

9 CSV export configurati...

Important If you do not have access to the Service Configuration tab, create a support
ticket requesting the JVM Parameter be added to your Collibra Infrastructure
Configuration: -DPROTECT_SYNC_SCHEDULER_DELAY=PT60M. After the
parameter is added, restart Collibra so these changes take effect and the policies are
now synchronized with the cloud provider.
Synchronization includes:
1. Aggregate all standards and rules computing:
° which columns need to be masked for which groups.
o which tables need to have a row filter.
o which tables and columns need to be granted access.
2. Onthe source database(s) such as Snowflake:
o create and apply maskings.

o create and apply row filters.

o grant access to groups on tables and/or columns (depending on the underlying
database).

vii
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Essentials for Collibra Protect @ -
Touse Collibra Protect to the best of its ability, you need to know the following things: = = = « =
» How to protect your data

e Technical background L.

o Dataprotection standards vs. data accessrules s s
» Prescriptive paths
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How to protect your data

1. Access management
The most basic line of protection is to make sure only the right people/groups have
access to the data. Data here is referring to the tables and columns in your database. In
Collibra Protect, you can grant specific groups access to parts of your data based on
Collibra assets.
For example, it is easy to grant the HR team access to the US customers' data set. But,
what if some parts of the US customers' data set need to be hidden from the HR team,
because it contains restricted information, such as personally identifiable information
(PI? In that case, you can further protect your data by applying column-based
protection or row-based protection.

Note Collibra Protect only grants access. It cannot revoke access from
people/groups.

2. Column-based protection
Column based protection allows you to target specific columns and mask their content.
By masking the column's data, the group cannot see the content as it is. They will see a
masked version of it instead.
For example, you can mask a column of credit card numbers, so the individual group
cannot see the full credit card numbers.
We currently support four masking options. They include:

o Default masking: Shows the value as O.

o Hashing: Converts the value into a variety of different letters, numbers, and
symbols.

o Show last: Displays the last letters, numbers, and symbols in the value. You can
choose to show the last 1 through 20 of the value. The most common choice is
Show last 4.

° No masking: Displays the data value as it is originally written.
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with @ Select a masking option for EREIELEIE-AL Data Classification

Masking options
You can choose any of these options to protect parts of the data.

and has

For example, a credit card number (7580751589963214) will be shown as:
Default masking: 0
Hashing: -309205151646150752

Show last 4: 3214
No masking: 7580751589963214

Q

These options can produce different results depending on how the data
source handles the column data type.

Collibra Protectallows you to choose to mask columns that are part of a data category or
a data classification. While granting access to a certain asset, you can choose to apply
this masking on only a subset of that asset if it is also part of a data category or data
classification.

3. Row-based protection
Another way to protect your data s to filter rows of a specific table. If you do not want to
expose all of the existing items in a table because one of the columns is part of a certain
data classification, you can easily leverage the Collibra operating model to do so.
When creating a rule that impacts certain tables in the source database, filter rows on
tables by using the row filtering option for tables where one of their columns is part of a
data classification. The filtering is based on what value is stored in the cell of that
particular column. For instance, in a table that has a column that is classified as country-
code,you can hide or show all items that have the value of US.

Technical background

The technical background of Collibra Protect explains the connection of the data as it is in the
database (DB) with the physical layer (equivalent assets in Collibra Data Intelligence Cloud)
and the logical layer (the out of the box model).

Imagine you have this database:

Xi
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schema_#1

oo ) o v
o s wo
chae < hwacen M acen
€ PHONE S_ADDRESS. M_ADORESS
o 5 PHONE M_PHONE

< ety
C.CREDIT.CARD 5 _SUPPLIER M_SUPPLIER
C_NATIONAL KEY -

Contmacrons ) o N cow
o

s10 WD
hboess saces W s
€_PHONE §_ADDRESS M_ADDRESS
o 5 prione M_PriGHE
C_CREDIT_CARD S_EMAIL M_EMAIL

€_NATIONAL_KEY

5 _SUPPUER

M_SUPPLIER

CONTRACTORS 2 SUPLLIERS 2 MEDLA_COMPANIES 2
[

<o min
e Frve pry
P 5 ADORESS M_ADDRESS
e, 5_PHONE M_PHONE
co.om suemien Py
C_NATIGNAL KEY .

schema_#2

0 PRODUCTS 0 ORDERS

oo
O MANAGER

PO
P_MANAGER
¥_ADDRESS

O_ADDRESSPHONE
O EMAIL
0, SUPPLIER

P_PHONE
P_EMALL
P_SUPPLIER

PARTIES ORDERS.2 |

oo
PID

O_MANAGER
PMANAGER ©_ADDRESSPHONE
P ADORESS o EMAL
P.PHONE ©_suPPLIER

AL
P SUPPLIER

schema_#3 #4...

When ingesting this DB to Collibra Data Intelligence Cloud, the physical layer is created as well

as an asset for each of the schemas, tables, and columns.

Xii
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Ingestion to DGG
N
o
—
l'll'l. —
B
P hmioat dain lnnr \\. Nll:: — : ‘/! ) Data Classification Data Attribute
v 8 MER
+ B M
B
o ]
+ 8 R
|
|
' | -

ORD

PART
P

s

]

L]

]

]

Once there is a physical layer established in our Collibra environment, start creating the logical

layer on top of it.

« Inthis phase, take any column and classify it as any data classification available, or let the
platform classify it for you.

» Also, assign a column to a data attribute.

From here, create additional assets or use existing assets of different types (data set, data
category, or business process) to establish a relation to these columns.

Data protection standards vs. data access rules

Collibra Protect has both standards and rules to govern your data with ease and clarity.

xiii
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Standards

Rules

FAQs

Data protection standards create a layer of protection for
similar types of data by masking them wherever they are.

For example, if columns with first and last names are a part
of the Pll data category, regardless what tables, schemas,
and databases they are part of, create a standard that tar-
gets all of these columns by choosing the Pl data category
and masking it.

After establishing this primary layer (blanket) of protection
to your most sensitive data, use data access rules to man-
age access and enhance protection for specific usages.

For example, create a rule that grants access to a specific
group, for a specific data set, while knowing that all Pl within
this data set will be masked by the standard we created
before.

1. What if  want to grant access to a group without having the Pl masked?

» When creating a rule for an asset that contains data masked by a standard, choose to

override it by unmasking it or changing its masking type.

2. What If | want to grant access to a group, but the protection from the standard is not
enough because there might also be other sensitive data within this supported asset?
» When creating a rule, add additional layers of protection over the ones that were set
by any existing standard. Further protect the data by applying additional masking on or

by filtering the data.

Prescriptive paths

When creating a standard or rule, you select which asset(s) you want to protect and/or grant
access to. By default, you can grant access to a data set, a data category, and a business
process. Collibra Protect searches the knowledge graph, through relationships and/or
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intermediate assets, to find which set of physical data layer assets, such as columns and
tables, this resolves.

The traversal of the knowledge graph is done through a set of prescriptive paths. For each
type of asset, there is a set of prescriptive paths to traverse to the column assets. See the
images below for more details.

Prescriptive path for data set

Data Set
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N
/ S\

contains / is part of | Data Attribute
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-
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Prescriptive path for business process
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Business Process
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Overview of Collibra Protect RERE

To work with Collibra Protect, ensure that you have a global role that has the Protect global ~ « = = =« -

permission and that it is enabled in your environment.
You will find, Collibra Protect, in the main menu . Click Protect. ~ « « « .

C] BusinessGlossary | e e
@ Catalog L s

[i'| Assessments

EF PolicyManager e

D Reference Data

.....

If Collibra Protect is not shown on the menu, the featureisnotenabled.  « « « « &

The landing page displays five tabs at the top of the page: Data Protection Standards, Data ~ *~ = ° * °
Access Rules, Data Source Policies, Groups, and Audit. ...
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@ Protect

Data Protection Standards Data Access Rules Data Source Policies Groups Audit

Tab

Data Protection
Standards

Data Access
Rules

Data Source

Policies

Groups

Audit

Description

Define default data source access to data types based on data
categories, data attributes, or classes/classifications through data
protection standards

Note Data access rules for particular groups can override
created standards.

Use data access rules to grant groups different access to the same data
in data sets, in business processes, or identified by data categories.

View a list of policies that are currently active in the source data tables.
You can also import policies from your source database using the Col-
libra Protect Data Source Policies API.

Add groups through custom code via the Data Access APl link and view
existing current data access groups.

Note You mustadd at least one group before you can create a
standard or arule.

Generate an audit log for a preview of the last hour of ingested data from
the data source.
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Data protection standards EEE

The Data Protection Standards page contains an overview of the available standardsinyour ~ « « « « -

environment.
....
Data Protection Standards Data Access Rules Data Source Policies Groups Audit e e e w
Data Protection Standards e
Page Section Descripton

Standards summary Under the heading, thereisasummary ~ * * * * *

about data protection standards. Click . . . . .
the Create a Data ProtectionStandard @ = * ° * °

button to create a standard and getstar- . . . . .
tedin CollibraProtect. =~~~

Recently Modified Standards This section shows the five most recently

modified standards. : : : : :

Standards table This table displays a detailed view of the . . . . .
created data protection standards. =~

In the Synchronization status column of the standards table, there are five status optionsthat . . . . .

can appear. To view the status of the standard in the data source, go to the source database. o
Synchronization Status Descripton

Active This standard is currently active in Col-
libra Protect and in the data source.
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Synchronization Status

Pending

Failed

Delete Pending

Not Deleted

Description

This standard has been created or edited,
and is pending synchronization.

The synchronization of this standard has
failed. Click the @ icon next to the failed

status to view additional information
about the error.

This standard will be deleted from the
data source in the next synchronization.

The deletion of this standard has failed.

Note Collibra Protect periodically synchronizes with the data source and statuses will be
Ipdated along with the synchronization. To learn more, go to the general configuration page.
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Create a data protection standard

Data protection standards create a layer of protection by masking data wherever they appear.
Create a data protection standard to get started using Collibra Protect.

Create a Data Protection Standard x

Data protection standards apply default data source access to types of data based on data categories or data classifications. Data Access Rules for
particular groups will override these defaults.

Standard Name *
HR PIl Standard

Description

Mask personal information for HR with hashing

for the group ® Human Resources + =

protect * QREIEYEIEELLE Data Classification Personal Information

with* @ | Hashing v

Summary

For the Group Human Resources
protect Personal Information
with Hashing

Cancel Save Standard

Steps

1. In Collibra Protect, go to the Data Protection Standards tab.

2. Click the green Create a Data Protection Standard button.
» The Create Data Protection Standard dialog box appears.

3. Enter the required information. It is important to note that when selecting assets, user
permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an
option in the drop down menus.

Field Description

Standard name = Name of the standard being created.
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Field

Description
(optional)

Group

Data Category
/ Data Clas-
sification

Masking

Description

Description of the standard.

Group(s) for which the standard is created.

A data category or data classification to apply the protection on.

Masking option for the standard.

Note Click @ tolearn more about the masking options for
standards.

Note Click the plus sign to add more to each field where applicable. For example,
after selecting a group, click t to add another group into the standard, and click
= to delete a selected group. When entering the required information, you can
view the selections you made in the Summary section.

4. Click the green Save Standard button.
» The saved data protection standard appears in the standards table.

Modify a data protection standard

You can edit or delete a data protection standard after it has been created.

Edit a standard

Editing a data protection standard might be necessary in certain situations. For example,
change the masking method from default masking to hashing.
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Important You will only be able to edit standard assets if you have view asset
permissions. If one of the assets in the standard is unauthorized, you will not be able to
edit the standard until the view access permission is granted.

Steps

1. In the standards table, click the standard name, and then click the Edit button or click ¥

in the appropriate row
» The Edit a Data Protection Standard dialog box appears.

2. Edit the required information.

3. Click the green Save Standard button.
» The updated data protection standard appears in the standards table.

Edit a Data Protection Standard X

Data protection standards apply default data source access to types of data based on data categories or data classifications. Data Access Rules for
particular groups will override these defaults.

Standard Name *

Tool tip standard

Description
for the group ™ Human Resources -l =
and the group Marketing . =

protect” Data Classification GDPR data related to criminal convictions and offences
with * @ Default masking

Summary

For the Group Human Resources and Marketing

protect GDPR data related to criminal convictions and offences
with Default masking

Cancel Save Standard

Delete a standard

If you have an author/admin role, delete a data protection standard that is no longer necessary.
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Steps

1. Inthe standards table, click the ¥ icon in the appropriate row
» The Delete data protection standard dialog box appears.

2. Click the red Delete button.

Delete data protection standard

You are about to delete the data protection standard Protect personal data. This action cannot be
undone.

Are you sure you want to proceed?
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Data access rules

The Data Access Rules page contains an overview of the available rules in your environment.

@ Protect
at. jion Standards roups udit

Data Access Rules

Page Section

Rules summary

Recently Modified Rules

Rules table

Description

Under the heading, there is a summary
about data access rules. Click the Create
a Data Access Rule button to create a
standard.

This section shows the five most recently
modified rules.

This table displays a detailed view of the
created data access rules.

In the Synchronization status column, there are five status options that can appear. To view
the status of the rule in the data source, go to the source database.

Synchronization Status

Active

Pending

Description

This rule is currently active in Collibra Pro-
tect and in the data source.

This rule has been created or edited, and
is pending synchronization.

.....
-----
.....
.....
-----
.....
ooooo
.....
-----
ooooo
-----
.....
-----
ooooo
.....
-----
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Synchronization Status Description

Failed The synchronization of this rule has failed.
Click the @ icon next to the failed status
to view additional information about the
error.

Delete Pending This rule will be deleted from the data
source in the next synchronization.

Not Deleted The deletion of this rule has failed.

Note Collibra Protect periodically synchronizes with the data source and statuses will
be updated along with the synchronization. To learn more, go to the
general configuration page.
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Create adata accessrule

After establishing a primary layer (blanket) of protection to your most sensitive data using
standards, create data access rules to manage access to the data sources and enhance
protection for specific usages.

Create a Data Access Rule

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data categories. You can mask or hide columns by their data category and you can
also conditionally filter rows based on code set values.

Rule Name *

Marketing Gl Rule

Description

Set rule for the marketing group for the geographic information asset
Apply default masking for genetic datg

Set rule for
group* Marketing + _
asset®  Geographic Information g —

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchrenized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Default masking for JREELEIESN Data Classification Genetic data + =
and Select an action rows where Unauthorized has Selecta code set Select a code value
Summary

Grant access to Marketing
for Geographic Information
with Default masking for Genetic data

< Generate Preview

Cancel Save Rule

Steps

1. In Collibra Protect, go to the Data Access Rules tab.

2. Click the green Create a Data Access Rule button.
» The Create a Data Access Rule dialog box appears.

3. Enter the required information. It is important to note that when selecting assets, user
permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an
optionin the drop down menus.
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Field

Rule name

Description (optional)

Group

Asset Name

Description

Name of the rule
being created

Description of the
rule.

Group for which
the rule is being
created.

Data asset that
the rule is pro-
tecting. Protect
enables you to
protect the fol-
lowing asset
types: Business
process, data set,
and data cat-
egory. Learn
more in technical
background and
prescriptive
paths.
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Field

Masking (optional)

o Data Category / Data Classification

Description

Masking option
for the rule. Click
the @ to learn

more about

masking options.

o Selectadata
categoryora
data
classification
to apply
masking to.
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Field Description
Action (optional) Filter the data by
e 4 selecting hide or
o Data Classification
show.
° Code Set
o Select data
° Code Value classification
that is either
hidden or
shown

o Codesetto
set up row
filtering in the
tables. A code
set must be
selected to
filter by a code
value.

° Code value of
the code set
selected.

Important The grant access checkbox is selected by default. By leaving this
checkbox selected, you are granting access to the tables in the database with
columns linked to the selected assets to the selected group(s). If you do not want
to grant this kind of access to these groups, clear the grant access checkbox.

Note Click the plus sign to add more to each field where applicable. For example,
after selecting a group, click * to add another group into the standard, and click
= to delete a selected group. When entering the required information, you can
view the selections you made in the Summary section.
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4. Click Generate Preview to see a preview of the new rule.

Summary

Grant access to Marketing
for Geographic Information
with Default masking for Genetic data

< Generate Preview
Geographic Information ~

Column + Access

Masking

Code Value

C_ADDRESS_sdfxgxcfhcjhvjbvkjbk,jbjhgxdfzs... Masked
C_NAME Masked

DS_TBLOOO1_COLO0O1 Masked

0

0

0

Cancel Save Rule

Tip Use the preview to verify the data access rule is set up correctly. The
preview only shows the first 1,000 affected columns. The drop-down below the
Generate Preview button is used to switch between the different selected assets

in the rule. Each asset has its own preview table.

5. Click the green Save Rule button.

» The saved data access rule appears in the rules table.

Modify a data access rule

You can edit or delete a data access rule after it has been created.

Editarule

Editing a data access rule might be necessary in certain situations. For example, change the

code set value from BE to US.

Important You will only be able to edit rule assets if you have view asset permissions. If
one of the assets in the rule is unauthorized, you will not be able to edit the rule until the

view access permission is granted.

XXXi



Chapter 7

Steps

1. Inthe rules table, click the rule name, and then click the Edit button or click # in the

appropriate row
» The Edita Data Access Rule dialog box appears.

2. Edit the required information.

3. Click the green Save Rule button.
» The updated data access rule appears in the rules table

Edit a Data Access Rule

‘

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data categories. You can mask or hide columns by their data category and you can
also conditionally filter rows based on code set values.

Rule Name *
MH Rule 1

Description

Set rule for

group®  Marketing = —

asset” Customer Data + -
® Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Hashing for JREEREIELLY Data Classification Personal Infarmation i =
and Select an action rows where Unauthorized has Select a code set Select a code value
Summary

Grant access to Marketing
for Customer Data
with Hashing for Personal Information

< Generate Preview

Delete arule

If you have an author/admin role, delete a data access rule that is no longer necessary.
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Steps

1. Inthe rules table, click the ¥ icon in the appropriate row
» The Delete data access rule dialog box appears.

2. Click the red Delete button.

Delete data access rule

You are about to delete the data access rule Rule 1. This action cannot be undone. |

Are you sure you want to proceed?
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Data source policies SEE8

The Data Source Policies page contains an overview of the available policiesinyour =« = « =«

environment.

....
Data Protection Standards ~ DataAccessRules  Data Source Policies  Groups Audit e e e
Data Source Policies@®» e
The data protection policy table displays a list of policies that are currently active inthe source =+« « + -

data tables. This includes policies that were created via Collibra Protect as well as policies that L

were created in the data source manvalty. T
Note Collibra Protect currently only supports the Snowflake data source. o
The table columns include: .

Column name Descripton ... ..

Data Protection Policy Name Policies that originated in Protecthave = . . . . .
this structure: [DB name][SCHEMA = = ° ° °

namel.[policy type*].[assetid]. @ <« . .

*Policy type can also be masking/row-

filtering ..

Policy Logic This column contains the SQL command =~ . . . . .
that is executed in Snowflake whenever o
the user tries to access the protected @~ « « « « =«
object and will determine how todisplay =~~~

the data to the user.
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Column name Description

Tags For policies that originated in a standard,
this column lists the name of the attached
tag. The convention is that each tag has
the name of the asset that is included in
that standard.

@ Browse

@ Protect

Data Protection Standards  DataAccessRules  Data Source Policies  Groups Audit

Data Source Policies @

Thisis a list of policies that are currently active in the source data tables,

Data Protection Policy Name + Policy Logic Tags

PROTECT_QAM coL _PoLI : PoLICY/38032 3282706/

PROTECT_QAM L . POLICY/5263b472-0f0 2cdbo8odd.

PROTECT_QAM I . POLICY/5263b47a-0fd: 2cdbo89dd. "PROTECT_QAMASKING Personally Identifiable Infor mation”
PROTECT_QAM L . POLICY/5263b472-0f0 2cdbosodd.

PROTECT_QAMASKING COLL . POLICY/5263b472-0fd 2cdbosodd.

PROTECT_QAMASKING COLL | POLICY/5263b472-0fck 1 20db089dd. "PROTECT QA MASKING Personally Identifiable Infor mation”
PROTECT_QAMASKING COLL . POLICY/5263b472-0fd 20db089dd... e

PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 2db089dd...  create or replace masking policy " as (VAL BOOLEAN) retu.. 'PROTECT QAMASKING Personally Identifiable Information”
PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 2db089dd...  create or replace masking policy " as (VAL DATE) returns DA.. "PROTECT_QAMASKINGPersonally Identifiable Information”
PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 2db089dd...  create or replace masking policy "

PROTECT_QAMASKING COLL . POLICY/5263b472-0fd 2db089dd...  create or replace masking policy " as (VAL FLOAT) returns .. 'PROTECT_QAMASKING Personally identifiable Information”
PROTECT_QAMASKING COLL | POLICY/5263b472-0fck 120db089dd...  create or replace mas! a5 (VAL FLOAT) returns

PROTECT_QAMASKING COLL . POLICY/5263b472-0f0 200b089dd...  create a5 (VAL FLOAT) returns

DOATECT (& MBCKING (1 1D &AAGKINE D IV IE2aTh A2 A2 A.020NAI IrRIBOAA  mrmmsa mv vl ama masirins malisms STs 7208 ARGETER DATTrY /87 ThATaNeda 4160 _02RA_A21 2AINNGOAA fmram me £orar mroams assrens

Types of policies on Snowflake

There are three types of policies on Snowflake: Column-based policies, row access policies,
and tag-based policies. Each type can be created in Protect or on Snowflake.

For rules, policies are created directly on the column level. Row access policies are created
when row filters are specified. For standards, the policy is created, attached to a Snowflake
tag, and attached to the tab on any affected column.
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Groups

The Groups page contains an overview of the created Collibra Protect groups in your
environment.

Data Protection Standards Data Access Rules Data Source Policies Groups Audit

Groups

The groups table displays a list of groups that are currently active in the data source.

Data Protection Standards Data Access Rules Data Source Policies Groups Audit

Groups

@ Adding Groups
To add a group, you have to use the Collibra Protect Group API. Currently, only Snowflake data sources are supported.

Group Name System Reference ‘ Created By Created date

oD "Snowflake": "string" s Admin Istrator Jun 16, 2022, 8:52 AM
Human Resources "snowflake": "HR" 5 Admin Istrator May 11, 2022, 11:39 AM
Marketing "Snowflake": "MARKETING" a Admin Istrator May 11, 2022, 11:39 AM

Note Collibra Protect currently only supports the Snowflake data source.

The table columns include:

Column name Description

Group Name Name of the Protect group

System Reference

Created By User who created the Protect group
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Column name Description
Created Date Date the group was created

Adding groups in Collibra Protect

To add a group, use the Collibra Protect Group APl link. This action must be done before any
data protection standards or data access rules can be created.
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Audit S

The Audit page allows you to generate an audit log of access records from the datasource.  « « « « -

.....

Data Protection Standards Data Access Rules Data Source Policies Groups Awgit s s e ow e

Audit @ C
Generate an audit log S
Why would | need to generate an audit log? S

Note The actions you take in Collibra Protect only appear in an audit log after one hour. .
Steps S
1. InCollibra Protect, go to the Auditteb. e

Click one of the predefined time buttons (Today, Yesterday, A week ago,or 30 daysago) =~ = = = °
or use the date picker to specify a start date for the auditlog. o o

2. Click the green Generate Log button. ... "~ """~
» The audit log displays the first 1,000 records after the selected starttme. < « <« «

Note Important Generating anauditlog can take some time. Do not navigate =~~~
\way from the page or your request is canceled. For full details, contactyourdata . . . . .
source administrator. e e e e
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Audit &

Vesterdsy  Aweskago 30 daysago

Start Date
081292022 ]

® For audit log generation, data sources may have latency to summarize access records. Logs generated

Query I0 Query Start Time
01274800-0501-6c9a-0001-000306/6b1 9e Sep 29, 2022. 200 AM
01a74800-0501-ec9a-0001-000306/6b1 a2 Sep 29, 2022. 2:00 AM
01374800.0501-£306-0001-000306#696d2 Sep 29, 2022, 2:00 AM
01274800-0501-ec9a-0001-000306/6b1 26 Sep 29, 2022. 200 AM
01a74801.0501-£ad6-0001-000306169dda Sep 29,2022, 2:01 AM
01a74801.0501-ec93-0001-000306/6b1b5 Sep 29,2022, 2:01 AM
01a74831-0501 -6C9a-0001-000306/6b1 ba Sep 29,2022, 201 AM
01a74831-0501-€ad6-0001-000306(69de2 Sep 29,2022, 2:01 AM
012748010501 -ec9a-0001-000306/6b1 b Sep 29,2022, 201 AM
01274801-0501-6c9a-0001-00030646b1 <2 Sep 29, 2022, 201 AM

y not contain

Source User Name
MELIK

MELIK

MELIK

MELIK
CERTIFICATION
CERTIFICATION
CERTIFICATION
CERTIFICATION
CERTIFICATION
CERTIFICATION

most recent access.

Direct Objects Accessed
TEST_CB.PUBLICMAIN_EXAMPLE

TEST_DB PUBLICMAIN_EXAMPLE

TEST_DB.PUBLIC.DEPENDS_ON_EXAMPLE

TEST_DB.PUBLICNODES DEPENDS_ON_EXAMPLE

DQPUBLIC EMPLOYEES
COLLIBRA.TPCH_SFOD LINEITEM
DQPUBLIC EMPLOYEES
COLLIBRATRCH_SFODT LINEITEM
DQPUBLIC EMPLOYEES
COLLIBRATRCH_SFOD1 LINEITEM

Base Objects Accessed
TEST_DB.PUBLIC MAIN_EXAMPLE
TEST_DB.PUBLIC MAIN_EXAMPLE
TEST_DB PUBLIC MAIN_EXAMPLE
TEST_DB.PUBLIC MAIN_EXAMPLE
DQPUBLIC EMPLOYEES

COLUIBRATPCH_SFOD1 LINEITEM
DG PUBLIC EMPLOYEES

COLUBRATPCH_SFODT.LINEITEM
DG PUBLIC EMPLOYEES

COLLIBRATPCH_SFOU1 LINEITEM

4 150 51100 101150 70112 »

The audit log table columns include:

Column name
Query ID

Query Start Time

Source User Name

Direct Object Accessed

Base Object Accessed

Description
The ID of the query in the source DB.

Date and time of the query in the source
DB.

Name of the user in the source DB that
conducted the query (accessed the
data).

The DB object that was used to access
and view the data (a table or a view).

The DB object that was accessed and
viewed.
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Why rules or standards fail 3553

Certainrules or standards may fail due to logical errors. This section describes some ofthe  ~ + « = = =«
common scenarios that cause themto fail.

-----
ooooo
-----
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-----
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-----
-----
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Different types of masking affecting the same
column

Note In this topic, the term agent refers to a data category or a data classification.

Masking within a rule

Scenario

Arule that is set for a group masks multiple agents using different types of masking, and the
agents share the same column. This scenario is applicable regardless of whether the rule
applies to a single asset or multiple assets.

Example

Consider arule that is set for the Marketing group. The rule masks the Personal Information
data category by hashing and masks the Personal and family details data category by showing
only the last two digits. Suppose that both these data categories share the same column. Then,
the rule will fail because the same column cannot be masked using two different masking types
for a given group.
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Rule Name *

Masking within a rule

Description

Set rule for

group *  Marketing ~ =
asset™  Customer Data . =
and the asset Audit & Internal Controls + -

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Hashing for Data Classification Personal Information + -

with @ Show last 2 for Data Classification Personal and family details + =

and | Select an action rows where Select a data classification has = Selecta code set Select a code value
Summary

Grant access to Marketing

for Customer Data and Audit & Internal Controls

with Hashing for Personal Information and

with Show last 2 characters for Personal and family details

Masking between rules

This scenario is similar to the previous scenario except that this scenario considers two rules,
instead of one, that are set for the same group. The masking types for the agents in the two
rules are different, and both the agents share the same column. Then, a conflict occurs
because the same column cannot be masked using two different masking types for a given
group.

When two rules conflict with each other, if the synchronization status of only one of them is
Active, then the other rule fails. If, however, the synchronization status of both the rules is
Active or Pending, then both of them fail.

This scenario is applicable regardless of whether the agents are the same or different, and
regardless of whether the rule applies to a single asset or multiple assets.
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Rule Name *
Masking between rules - 1

Description

Set rule for

group *  Marketing I =
asset ¥ Customer Data + f =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Hashing for JREEYEIEUM Data Classification Personal Information + -
and | Select an action rows where = Select a data classification has | Selecta code set Select a code value
Summary

Grant access to Marketing
for Customer Data
with Hashing for Personal Information

Rule Name *

Masking between rules - 2

Description

Set rule for

group *  Marketing = =
asset*  Audit & Internal Controls + =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Show last 2 for JREEKEIE:LM Data Classification Personal and family details A =
and | Select an action rows where Select a data classification has  Selecta code set Select a code value
Summary

Grant access to Marketing
for Audit & Internal Controls
with Show last 2 characters for Personal and family details

Masking between standards

Scenario

Two standards mask different agents, and the agents share the same column. This scenario is
applicable regardless of whether the groups and the masking types are the same or different.
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Example

Consider two standards. The first standard masks the Personal Information data category, and
the second standard masks the Name data classification. Suppose that both the agents share
the same column. Then, a conflict occurs because more than one standard cannot be applied
to the same column via different agents.

Note Thisis alimitation on how Collibra Protect implements standards on Snowflake.

When two standards conflict with each other, if the synchronization status of only one of them
is Active, then the other standard fails. If, however, the synchronization status of both the
standards is Active or Pending, then both of them fail.

Standard Name *

Masking between standards - 1

Description

for the group *  Marketing o N -

protect * BDEEYEIE-W3M Data Classification Personal Information

with * @ Hashing

Summary

For the Group Marketing
protect Personal Information
with Hashing
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Standard Name *

Masking between standards - 2

Description

for the group * Human Resources + -

protect * | Data Category QDEIENUECHI LI Name

with * @ Show last >

Summary

For the Group Human Resources
protect Name
with Show last 2

Conflicting filters affecting the same column

Filtering within a rule for the same data classification

Scenario
Arule that is set for a group contains conflicting filters for the same data classification.This

scenario is applicable regardless of whether the rule applies to a single asset or multiple
assets.

Example

Consider arule that is set for the Marketing group and the Customer Data asset. The rule
contains two filters for the Country data classification.
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Rule Name *

Filtering within a rule for the same data classification

Description

Set rule for

group *  Marketing + =
asset® Customer Data + -

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for Data Classification Select a data category

and  Show rows where Country has Country code BE
and Hide rows where = Country has Country code PL
Summary

Grant access to Marketing

for Customer Data

and Show rows where Country has Country code: BE
and Hide rows where Country has Country code: PL

If any of the tables in the asset contain a column that is classified as Country:

¢ The first filter shows the rows that contain BE in that column.
¢ The second filter hides the rows that contain PL in that column.

Then, this rule will fail because two conflicting filters affect the same column.

When applying a filter for a specific data classification, you must select only one type of action.
Thatis, you can choose to either show rows based on one or more values or hide rows based
on one or more values. You must not use the show and hide filter actions together for the same

data classification.

Filtering within a rule for different data classifications

Scenario

Arule that is set for a group contains conflicting filters for different data classifications that
share the same column. This scenario is applicable regardless of whether the rule applies to a

single asset or multiple assets.
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Example

Consider arule that is set for the Marketing group and the Customer Data asset. The rule
contains two filters: one for the Country data classification, and another for the State data
classification.

Rule Name *

Filtering within a rule for different data classifications

Description

Set rule for

group *  Marketing ~ =
asset ™ Customer Data + -

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for Data Classification Select a data category

and  Show rows where Country has Country code BE AF =
and Hide rows where = State has Country code PL + -
Summary

Grant access to Marketing

for Customer Data

and Show rows where Country has Country code: BE
and Hide rows where State has Country code: PL

If any of the tables in the asset contain columns that are classified as Country, the first filter
shows only the rows that contain BE in those columns.

If any of the tables in the asset contain columns that are classified as State, the second filter
hides only the rows that contain PL in those columns.

Suppose that a column is classified as both Country and State. That is, data classifications
Country and State share the same column. Then, this rule will fail because two conflicting filters
affect the same column.

Filtering between rules for same or different data
classifications

This scenario is similar to the previous scenarios except that this scenario considers two rules,
instead of one, that are set for the same group. The filter in one rule is different from the filter in
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the other rule, and both the filters affect the same column. Then, a conflict occurs because two
conflicting filters affect the same column.

When two rules conflict with each other, if the synchronization status of only one of them is
Active, then the other rule fails. If, however, the synchronization status of both the rules is
Active or Pending, then both of them fail.

Rule Name *

Filtering between rules for same or different data classifications - 1

Description

Set rule for

group®  Marketing =
asset™  Customer Data ~ =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for EDEIENENTIM Data Classification Select a data category
and  Show rows where = Country has Country code BE + -
Summary

Grant access to Marketing
for Customer Data
and Show rows where Country has Country code: BE

Rule Name *

Filtering between rules for same or different data classifications - 2

Description

Set rule for

group *  Marketing e =
asset”  Personal Information ~ il =

Grant access to all data tables linked to these asset columns.

By checking this box, access will be given to tables in the database that are linked to the selected assets. If this box is unchecked, no access will be given to the selected tables. Note: Once the
rule granting access is saved and synchronized, access to these tables cannot be revoked through Collibra Protect. It can only be revoked by direct action on the data source.

with @ Select a masking option for QDEIENEIE:LIM Data Classification Select a data category
and Hide rows where = Country has Country code PL aF =
Summary

Grant access to Marketing
for Personal Information
and Hide rows where Country has Country code: PL
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Reference documentation EERE

As described in the DB synchronization section, Collibra Protect periodically doesan = =« = « =«

aggregation of all data protection standards and data access rules available. These standards ., . . . .
and rules prepare a representation containing all databases, schemas, tables, and columns ~ * = * * *

involved as well as their protections and accesses. The synchronization process thentriggers . . . . .

Edge capabilities, like Collibra Protect for Snowflake, that are responsible for translating the

representation to actions toward the data source provider using their technology. This ~ « « « «

process might involve JDBC and REST calls to perform low-level operations to guarantee that

the protections and accesses are applied. e e
Collibra Protect for Snowflake ...
Data protection standards rely on tag-based masking policies available in Snowflake. The C

name of the data category or data classification specified in the standard becomes a tag,

which is applied to all affected columns to enforce data protection. For example, let'ssaya =« « « « =«

standard is created on the Personally Identifiable Information data category torestrictaccess . . . . .
for different groups with the organizaton. -~~~

.....
for the group*  Everyone

and the group  Human Resources

andthegroup Marketng v+ = e e e e e

andthe group  Sales e T

protect * [[EEYERERAll DataClassification | Personallyldentifible Information oy e s e
with* @ pefautmasing o e .

When synchronized and active, the standard resolves to 14 masking policies, whichisone for | . | | .
each Snowflake data type. The masking policies are created at the schema levelandusethe ~ * = = * *

following naming convention: COLLIBRA/MASKING_POLICY/<asset ID>/<snowflake type>. . . . . .
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Results Data Preview

v QuerylD SOL 84ms 18 rows
4, Copy
Row created_on name T database_name schema_name kind ‘owner
1 2022-09-06 03:4113.. COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b812-8853121b36b1/ARRAY PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
2 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/BINARY PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
3 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226¢Cc-0ab0-4023-b912-985312fb3601/BOOLEAN PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
4 2022-08-06 03:4113... COLLIBRA/MASKING_POLICY/28d226¢cc-0ab0-4d23-b912-985312fb36b1/DATE PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
5 2022-08-06 03:41:13... COLLIBR A _POLICY. 3-b812-885312fb36L1/FLOAT PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
6 2022-09-08 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/GEOGRAPHY PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
7 2022-09-06 03:41:13.. COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b812-985312fb36b1/NUMBER PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
8 2022-09-06 03:4113... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4423-b912-985312fb36b1/0BJECT PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
9 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-085312fb36b1/STRING PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
10 2022-09-06 03:4113...  COLLIBRA/MASKING_POLICY/28d226¢c-0ab0-4423-b912-985312b36b1/TIME PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
11 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/TIMESTAMP PROTECT.QA DEMO MASKING_POLICY ACCOUNTADMIN
12 2022-09-06 03:4113.... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-985312fb36b1/TIMESTAMP_LTZ PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
13 2022-09-06 03:41:13... COLLIBRA/MASKING_POLICY/28d226cc-0ab0-4d23-b912-9853121b38b1/TIMESTAMP_TZ PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN
14 2022-08-06 03:4113... COLLIBRA/MASKING_POLICY/2Bd226cc-0ab0-4d23-b912-9853121b36b1/VARIANT PROTECT_QA DEMO MASKING_POLICY ACCOUNTADMIN

The example below shows a masking policy created for the type STRING.

Note The datathe consumers see depends on the masking option selected. Go to the
Masking and Data Types page to learn more.

] o
Details

{ 1 CASE
2 WHEN CURRENT_ROLE() = '"PUBLIC' THEN "=x'
3 WHEN CURRENT_ROLE() = 'HR" THEN '=*’
4 WHEN CURRENT_ROLE() = 'MARKETING' THEN '=%'
5 WHEN CURRENT_ROLE() = 'SALES' THEN '#*'
6 ELSE val
7 END

) 7

All masking policies are then associated with the Personally Identifyable Information tab, which
is created at the schema level and assigned to all columns where the protection needs to be
applied. At runtime, Snowflake fetches the right masking policy based on column data type.

Data Access Rules are translated as a combination of grant instructions, dynamic masking, and
row access policies when specified in the rule. For example, a data set named Employee Data
has sensitive columns categorized as Personally Identifiable Information.


https://docs.snowflake.com/en/sql-reference/sql/grant-privilege.html
https://docs.snowflake.com/en/user-guide/security-column-ddm-use.html
https://docs.snowflake.com/en/user-guide/security-row.html
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& Business Analysts Community » T New Data Sets

4] Employee Data

# DataSet ® Candidate O ao Do E"’_
[ Add characteristic IR
& Summary O #+ Name is part of
Details [ EMPLOYEE_NAME EMPLOYEES
o 2 EMP_ID EMPLOYEES
i DataElements
o 7 DEPT_ID EMPLOYEES
§8  Sample data o 10 SALARY EMPLOYEES

In Collibra Protect, arule is created to grant access of that data set to Human Resources.
Since the Grant Access chechbox is enabled, each database, schema, and table in that data

set received a grant for the Snowflake role specified and each column that has protection
received a column masking policy.

Let's look closer at one of the columns, such as EMPLOYEE_NAME. It belongs to the
EMPLOYEES table within the DEMO schema within the PROTECT_QA database.

 Business Analysts Community » & Schemas » £ Protect QA 2 Connection > PROTECT_QA > DEMO

EMPLOYEE_NAME

Column @ Candidate <o o 5%

m < sYsSnowflake » EPROTECT_QA » 33DEMO » BEMPLOYEES » 8 EMPLOYEE_NAME

@

Summary Description from source system @

Empty value

@

Details

5

Data Profiling
. Technical Data Type

VARCHAR

o
a8

Diagram

In Snowflake, each column has a masking policy assigned to it. The masking policies created at
the schema level follow the naming convention: COLLIBRA/MASKING_POLICY/<asset ID>.

The content of the masking policy created for the column EMPLOYEE_NAME is shown below.
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Details

CASE
WHEN CURRENT_ROLE() = 'HR' THEN val
WHEN CURRENT_ROLE() = 'PUBLIC' THEN '«
WHEN CURRENT_ROLE() = 'MARKETING' THEN 'x'
WHEN CURRENT_ROLE() = 'SALES' THEN '#'
ELSE val

NoaswN =

Done

The Human Resources group has access to the plain data without any masking while the other
groups have masked access as created in the data protection standard.

Important In this example, the column EMPLOYEE_NAME has the policy tag and a
column masking policy assigned to it. In Snowflake, when both are present, the column
masking policy takes precedence and the policy tag is not executed. To mitigate this
behavior and ensure that the protection defined in the standard is applied, we prepare
the column masking policy with the conditions defined in the policy tag.
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Masking and data types

Snowflake provides several functions to transform the data. In Collibra Protect, we support

four masking options.

1. Default Masking is not supported by Snowflake. This implementation was added in our
Protect capability, so protection can be applied to a wide range of data types. Each
column received a default value according to the column data type. Below is a list of
Snowflake data types and their default values.

10

1

12

Column Data

Type
NUMBER
DECIMAL
NUMERIC
INT
INTEGER
BIGINT
SMALLINT
TINYINT
BYTEINT
FLOAT
FLOAT4

FLOATS

Snowflake Data Default Masking Value

Type
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
NUMBER
FLOAT
FLOAT
FLOAT

FLOAT

0]
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13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

Column Data
Type

DOUBLE

DOUBLE
PRECISION

REAL
VARCHAR
CHAR
CHARACTER
STRING
TEXT
BINARY
VARBINARY
BOOLEAN
DATE

DATETIME

TIME

TIMESTAMP

Snowflake Data Default Masking Value

Type
FLOAT

FLOAT

FLOAT
VARCHAR
VARCHAR
VARCHAR
VARCHAR
VARCHAR
BINARY
BINARY
BOOLEAN

DATE

TIMESTAMP_

NTZ

TIME

TIMESTAMP_

NTZ

00

00

false

1970-01-01

1970-01-01

00:00:00.000

00:00:00

1970-01-01

00:00:00.000

liv
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28

29

30

31

32

33

34

Column Data
Type

TIMESTAMP_
LTZ

TIMESTAMP_
NTZ

TIMESTAMP_
TZ

VARIANT
OBJECT
ARRAY

GEOGRAPHY

Snowflake Data

Type

TIMESTAMP_
LTZ

TIMESTAMP_
NTZ

TIMESTAMP_
TZ

VARIANT
OBJECT
ARRAY

GEOGRAPHY

Default Masking Value

1969-12-31
16:00:00.000-0800

Might change based on user TZ

1970-01-01

00:00:00.000

1969-12-31
16:00:00.000-0800

Might change based on user TZ

0

{}
[l

{"coordinates": [0,0],"type": "Point"} (aka
point(0, 0) and visualization can change
based on user preferences)

In Collibra Protect, we also support the hashing and show last masking options. These
can only be applied to Snowflake data types STRING, NUMBER, and FLOAT.

2. Hashing allows us to use Snowflake's SHA2 value function for strings, and the

HASH value for numbers

3. Show Last allows us to use the substr(to_varchar(value), length(value) - n, n) expression

for strings, and mod(value, power(10,n)) for numbers. Value is the content and niis the
number of characters to be shown.

4. No Masking is when the raw content is returned.
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Note Whenever a masking option cannot be applied, like hashing on the DATE type,
default masking is applied, so protection is guaranteed.
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	 About Collibra ProtectCollibra Protect is a capability of the Data Intelligence Cloud created to protect sensitive data and make it available, or partially available, to specified groups of users.Collibra Protect solves the problem of protecting sensitive data in an organization. Different groups of people may need varying access levels to the same data set. With Collibra Protect, access rules and data protection standard capabilities allow you to grant access to individuals and protect sensitive information. These rules and standards with different data access levels are managed through the Collibra platform and pushed to the data source. Our aim is to promote a safe data-open culture in organizations.The goal of Collibra Protect is to centralize and simplify access governance and remove the need of repetitive action and approval. Data access and privacy management promotes an ethical company standard giving permission to view information only to those that need it. Collibra Protect allows you to perform these actions accordingly.An example use case of Collibra Protect is a data steward giving everyone access to a data set, but only allowing certain access to groups of people based on data categories. This is known as differential access. It is suggested that rules/standards are grouped together, for example by business processes, so you do not have to make a rule or standard for every data set.
	 Install Collibra ProtectThis procedure guides you through a first time installation of Collibra Protect.PrerequisitesYou must add the Snowflake capability on Edge as well as perform a catalog ingestion.Configure the Collibra Protect for Snowflake capability on Edge. Settings → (Edge) Sites → Your site → Capability → Add capability → fill in the needed parameters:For Capability template choose Collibra Protect for Snowflake.The Snowflake Connection can be the same connection used for doing catalog ingestion. Make sure that the Snowflake user/role has enough permissions to create/alter/drop grants, tags, etc.An ingested Snowflake database should look like the example below.The Data Source Type attribute on the database asset should be present. This attribute is automatically added in database assets, after the catalog ingestion process.StepsContact a Collibra support or your representative to enable Collibra Protect on your Collibra environment.Ensure global roles and permissions for Collibra Protect are set correctly.Collibra Protect is installed.You can now access and start using Collibra Protect via the  menu.
	 Configure Collibra ProtectConfiguring within Collibra Protect is an important part of understanding and using Collibra Protect to its highest ability.PrerequisitesYou need to have Data Catalog permissions. If not, you cannot see any classification in either standards or rules.You need to have a Data Steward role within Collibra. If not, you cannot see the classification page when selecting a classification in Collibra Protect.Roles in Collibra ProtectIt is possible to assign different roles to Collibra users that use Collibra Protect. The roles are provided and have pre-defined permissions that restrict the usage of the application.RolesDescriptionProtect ReaderUsers in this role can view Collibra Protect with read-only access to the content. This role is assigned to ‘Everyone’ and grants the users the ‘protect’ permission. Without this permission, users cannot see ‘Protect’ as an application in the menu. They also cannot navigate to protect related URLs or access protect endpoints.Protect AuthorUsers in this role can create rules and standards, view imported policies and groups, and generate audits as an individual contributor. This role grants the product right permission ‘protect’ and the ‘protect_edit’ permission. Authors can only modify rules and standards they own. This role is not assigned to anyone automatically.Protect AdminUsers in this role have the same permissions as the Protect Author role as well as the ability to edit other user's rules and standards. This role grants the product right permission ‘protect’, ‘protect_edit’, and an extra ‘protect_administration’ permission. This role is not assigned to anyone automatically.Protect ManagerThis role is restricted to our system user to manage background processes and setup configurations for Collibra Protect and it should not be assigned to other Collibra users.Configure groupsBefore you start working in Collibra Protect, you need to configure your groups. Protect groups are the basis of all the actions performed in Collibra Protect.Associate a Protect group with SnowflakeEach Snowflake user is assigned to one or more Snowflake roles. Permissions are based on these roles. View the example below of the roles page in Snowflake. Any/all roles can be correlated to a Collibra Protect group.How to create Collibra Protect groups?When you initially go to the Groups tab in Collibra Protect, there are no groups created. There is a link at the top of the page to the Groups API that creates new groups in Collibra Protect. Use this API link to create new groups and associate it with a specific role in Snowflake.General configurationCollibra Protect synchronizes standards and rules with the source database(s) at regular intervals. This synchronization runs in the background on a configured frequency. By default, the frequency is every 60 minutes, but this is configurable through Settings → Services Configuration → 27 Collibra Protect.If you do not have access to the Service Configuration tab, create a support ticket requesting the JVM Parameter be added to your Collibra Infrastructure Configuration: -DPROTECT_SYNC_SCHEDULER_DELAY=PT60M. After the parameter is added, restart Collibra so these changes take effect and the policies are now synchronized with the cloud provider.Synchronization includes:Aggregate all standards and rules computing:which columns need to be masked for which groups.which tables need to have a row filter.which tables and columns need to be granted access.On the source database(s) such as Snowflake:create and apply maskings.create and apply row filters.grant access to groups on tables and/or columns (depending on the underlying database).
	 Essentials for Collibra ProtectTo use Collibra Protect to the best of its ability, you need to know the following things:How to protect your dataTechnical backgroundData protection standards vs. data access rulesPrescriptive pathsHow to protect your dataAccess managementThe most basic line of protection is to make sure only the right people/groups have access to the data. Data here is referring to the tables and columns in your database. In Collibra Protect, you can grant specific groups access to parts of your data based on Collibra assets.For example, it is easy to grant the HR team access to the US customers' data set. But, what if some parts of the US customers' data set need to be hidden from the HR team, because it contains restricted information, such as personally identifiable information (PII)? In that case, you can further protect your data by applying column-based protection or row-based protection.Collibra Protect only grants access. It cannot revoke access from people/groups. Column-based protectionColumn based protection allows you to target specific columns and mask their content. By masking the column's data, the group cannot see the content as it is. They will see a masked version of it instead.For example, you can mask a column of credit card numbers, so the individual group cannot see the full credit card numbers. We currently support four masking options. They include:Default masking: Shows the value as 0.Hashing: Converts the value into a variety of different letters, numbers, and symbols.Show last: Displays the last letters, numbers, and symbols in the value. You can choose to show the last 1 through 20 of the value. The most common choice is Show last 4.No masking: Displays the data value as it is originally written.Collibra Protectallows you to choose to mask columns that are part of a data category or a data classification. While granting access to a certain asset, you can choose to apply this masking on only a subset of that asset if it is also part of a data category or data classification.Row-based protectionAnother way to protect your data is to filter rows of a specific table. If you do not want to expose all of the existing items in a table because one of the columns is part of a certain data classification, you can easily leverage the Collibra operating model to do so.When creating a rule that impacts certain tables in the source database, filter rows on tables by using the row filtering option for tables where one of their columns is part of a data classification. The filtering is based on what value is stored in the cell of that particular column. For instance, in a table that has a column that is classified as country-code,you can hide or show all items that have the value of US.Technical backgroundThe technical background of Collibra Protect explains the connection of the data as it is in the database (DB) with the physical layer (equivalent assets in Collibra Data Intelligence Cloud) and the logical layer (the out of the box model).Imagine you have this database:When ingesting this DB to Collibra Data Intelligence Cloud, the physical layer is created as well as an asset for each of the schemas, tables, and columns.Once there is a physical layer established in our Collibra environment, start creating the logical layer on top of it.In this phase, take any column and classify it as any data classification available, or let the platform classify it for you.Also, assign a column to a data attribute.From here, create additional assets or use existing assets of different types (data set, data category, or business process) to establish a relation to these columns.Data protection standards vs. data access rulesCollibra Protect has both standards and rules to govern your data with ease and clarity.StandardsData protection standards create a layer of protection for similar types of data by masking them wherever they are.For example, if columns with first and last names are a part of the PII data category, regardless what tables, schemas, and databases they are part of, create a standard that targets all of these columns by choosing the PII data category and masking it. RulesAfter establishing this primary layer (blanket) of protection to your most sensitive data, use data access rules to manage access and enhance protection for specific usages.For example, create a rule that grants access to a specific group, for a specific data set, while knowing that all PII within this data set will be masked by the standard we created before.FAQsWhat if I want to grant access to a group without having the PII masked?When creating a rule for an asset that contains data masked by a standard, choose to override it by unmasking it or changing its masking type.What If I want to grant access to a group, but the protection from the standard is not enough because there might also be other sensitive data within this supported asset?When creating a rule, add additional layers of protection over the ones that were set by any existing standard. Further protect the data by applying additional masking on or by filtering the data.Prescriptive pathsWhen creating a standard or rule, you select which asset(s) you want to protect and/or grant access to. By default, you can grant access to a data set, a data category, and a business process. Collibra Protect searches the knowledge graph, through relationships and/or intermediate assets, to find which set of physical data layer assets, such as columns and tables, this resolves.The traversal of the knowledge graph is done through a set of prescriptive paths. For each type of asset, there is a set of prescriptive paths to traverse to the column assets. See the images below for more details.Prescriptive path for data setPrescriptive path for data categoryPrescriptive path for business process
	 Overview of Collibra ProtectTo work with Collibra Protect, ensure that you have a global role that has the Protect global permission and that it is enabled in your environment.You will find, Collibra Protect, in the main menu . Click Protect.If Collibra Protect is not shown on the menu, the feature is not enabled.The landing page displays five tabs at the top of the page: Data Protection Standards, Data Access Rules, Data Source Policies, Groups, and Audit.TabDescriptionData Protection Standards Define default data source access to data types based on data categories, data attributes, or classes/classifications through data protection standardsData access rules for particular groups can override created standards.Data Access RulesUse data access rules to grant groups different access to the same data in data sets, in business processes, or identified by data categories.Data Source PoliciesView a list of policies that are currently active in the source data tables. You can also import policies from your source database using the Collibra Protect Data Source Policies API.GroupsAdd groups through custom code via the Data Access API link and view existing current data access groups.You must add at least one group before you can create a standard or a rule. Audit Generate an audit log for a preview of the last hour of ingested data from the data source.
	 Data protection standardsThe Data Protection Standards page contains an overview of the available standards in your environment. Page SectionDescriptionStandards summaryUnder the heading, there is a summary about data protection standards. Click the Create a Data Protection Standard button to create a standard and get started in Collibra Protect.Recently Modified StandardsThis section shows the five most recently modified standards.Standards tableThis table displays a detailed view of the created data protection standards.In the Synchronization status column of the standards table, there are five status options that can appear. To view the status of the standard in the data source, go to the source database. Synchronization StatusDescriptionActiveThis standard is currently active in Collibra Protect and in the data source.PendingThis standard has been created or edited, and is pending synchronization.FailedThe synchronization of this standard has failed. Click the icon next to the failed status to view additional information about the error.Delete PendingThis standard will be deleted from the data source in the next synchronization.Not DeletedThe deletion of this standard has failed. Collibra Protect periodically synchronizes with the data source and statuses will be updated along with the synchronization. To learn more, go to the general configuration page. Create a data protection standardData protection standards create a layer of protection by masking data wherever they appear. Create a data protection standard to get started using Collibra Protect.StepsIn Collibra Protect, go to the Data Protection Standards tab.Click the green Create a Data Protection Standard button.The Create Data Protection Standard dialog box appears.Enter the required information. It is important to note that when selecting assets, user permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an option in the drop down menus.FieldDescriptionStandard nameName of the standard being created.Description (optional)Description of the standard.GroupGroup(s) for which the standard is created.Data Category / Data ClassificationA data category or data classification to apply the protection on.MaskingMasking option for the standard.Click to learn more about the masking options for standards.Click the plus sign to add more to each field where applicable. For example, after selecting a group, click to add another group into the standard, and click to delete a selected group. When entering the required information, you can view the selections you made in the Summary section.Click the green Save Standard button. The saved data protection standard appears in the standards table.Modify a data protection standardYou can edit or delete a data protection standard after it has been created.Edit a standardEditing a data protection standard might be necessary in certain situations. For example, change the masking method from default masking to hashing.You will only be able to edit standard assets if you have view asset permissions. If one of the assets in the standard is unauthorized, you will not be able to edit the standard until the view access permission is granted.StepsIn the standards table, click the standard name, and then click the Edit button or click in the appropriate row The Edit a Data Protection Standard dialog box appears.Edit the required information.Click the green Save Standard button.The updated data protection standard appears in the standards table.Delete a standardIf you have an author/admin role, delete a data protection standard that is no longer necessary.StepsIn the standards table,  click the icon in the appropriate row The Delete data protection standard dialog box appears.Click the red Delete button.
	 Data access rulesThe Data Access Rules page contains an overview of the available rules in your environment. Page SectionDescriptionRules summaryUnder the heading, there is a summary about data access rules. Click the Create a Data Access Rule button to create a standard.Recently Modified RulesThis section shows the five most recently modified rules.Rules tableThis table displays a detailed view of the created data access rules.In the Synchronization status column , there are five status options that can appear. To view the status of the rule in the data source, go to the source database.Synchronization StatusDescriptionActiveThis rule is currently active in Collibra Protect and in the data source.PendingThis rule has been created or edited, and is pending synchronization.FailedThe synchronization of this rule has failed. Click the icon next to the failed status to view additional information about the error.Delete PendingThis rule will be deleted from the data source in the next synchronization.Not DeletedThe deletion of this rule has failed.Collibra Protect periodically synchronizes with the data source and statuses will be updated along with the synchronization. To learn more, go to the general configuration page.    Create a data access ruleAfter establishing a primary layer (blanket) of protection to your most sensitive data using standards, create data access rules to manage access to the data sources and enhance protection for specific usages.StepsIn Collibra Protect, go to the Data Access Rules tab.Click the green Create a Data Access Rule button.The Create a Data Access Rule dialog box appears.Enter the required information. It is important to note that when selecting assets, user permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an option in the drop down menus.FieldDescriptionRule nameName of the rule being createdDescription (optional)Description of the rule.GroupGroup for which the rule is being created.Asset NameData asset that the rule is protecting. Protect enables you to protect the following asset types: Business process, data set, and data category. Learn more in technical background and prescriptive paths.Masking (optional)Data Category / Data ClassificationMasking option for the rule. Click the to learn more about masking options.Select a data category or a data classification to apply masking to.Action (optional)Data ClassificationCode SetCode ValueFilter the data by selecting hide or show.Select data classification that is either hidden or shownCode set to set up row filtering in the tables. A code set must be selected to filter by a code value.Code value of the code set selected.The grant access checkbox is selected by default. By leaving this checkbox selected, you are granting access to the tables in the database with columns linked to the selected assets to the selected group(s). If you do not want to grant this kind of access to these groups, clear the grant access checkbox.Click the plus sign to add more to each field where applicable. For example, after selecting a group, click to add another group into the standard, and click to delete a selected group. When entering the required information, you can view the selections you made in the Summary section.        Click Generate Preview to see a preview of the new rule. Use the preview to verify the data access rule is set up correctly. The preview only shows the first 1,000 affected columns. The drop-down below the Generate Preview button is used to switch between the different selected assets in the rule. Each asset has its own preview table.Click the green Save Rule button. The saved data access rule appears in the rules table.Modify a data access ruleYou can edit or delete a data access rule after it has been created.Edit a ruleEditing a data access rule might be necessary in certain situations. For example, change the code set value from BE to US.You will only be able to edit rule assets if you have view asset permissions. If one of the assets in the rule is unauthorized, you will not be able to edit the rule until the view access permission is granted.StepsIn the rules table, click the rule name, and then click the Edit button or click in the appropriate row The Edit a Data Access Rule dialog box appears.Edit the required information.Click the green Save Rule button.The updated data access rule appears in the rules tableDelete a ruleIf you have an author/admin role, delete a data access rule that is no longer necessary.StepsIn the rules table,  click the icon in the appropriate row The Delete data access rule dialog box appears.Click the red Delete button.
	 Data source policiesThe Data Source Policies page contains an overview of the available policies in your environment.The data protection policy table displays a list of policies that are currently active in the source data tables. This includes policies that were created via Collibra Protect as well as policies that were created in the data source manually.Collibra Protect currently only supports the Snowflake data source.The table columns include: Column nameDescriptionData Protection Policy NamePolicies that originated in Protect have this structure: [DB name].[SCHEMA name].[policy type*].[asset id].*Policy type can also be masking/row-filteringPolicy LogicThis column contains the SQL command that is executed in Snowflake whenever the user tries to access the protected object and will determine how to display the data to the user.TagsFor policies that originated in a standard, this column lists the name of the attached tag. The convention is that each tag has the name of the asset that is included in that standard.Types of policies on SnowflakeThere are three types of policies on Snowflake: Column-based policies, row access policies, and tag-based policies. Each type can be created in Protect or on Snowflake.For rules, policies are created directly on the column level. Row access policies are created when row filters are specified. For standards, the policy is created, attached to a Snowflake tag, and attached to the tab on any affected column.
	 GroupsThe Groups page contains an overview of the created Collibra Protect groups in your environment.The groups table displays a list of groups that are currently active in the data source.Collibra Protect currently only supports the Snowflake data source.The table columns include: Column nameDescriptionGroup NameName of the Protect groupSystem Reference Created ByUser who created the Protect groupCreated DateDate the group was createdAdding groups in Collibra ProtectTo add a group, use the Collibra Protect Group API link. This action must be done before any data protection standards or data access rules can be created.
	 AuditThe Audit page allows you to generate an audit log of access records from the data source .Generate an audit logWhy would I need to generate an audit log?The actions you take in Collibra Protect only appear in an audit log after one hour.StepsIn Collibra Protect, go to the Audit tab.Click one of the predefined time buttons (Today, Yesterday, A week ago, or 30 days ago) or use the date picker to specify a start date for the audit log.Click the green Generate Log button.The audit log displays the first 1,000 records after the selected start time.Generating an audit log can take some time. Do not navigate away from the page or your request is canceled. For full details, contact your data source administrator.The audit log table columns include: Column nameDescriptionQuery IDThe ID of the query in the source DB.Query Start TimeDate and time of the query in the source DB.Source User NameName of the user in the source DB that conducted the query (accessed the data).Direct Object AccessedThe DB object that was used to access and view the data (a table or a view).Base Object AccessedThe DB object that was accessed and viewed.
	 Why rules or standards failCertain rules or standards may fail due to logical errors. This section describes some of the common scenarios that cause them to fail.Different types of masking affecting the same columnIn this topic, the term agent refers to a data category or a data classification.Masking within a ruleScenarioA rule that is set for a group masks multiple agents using different types of masking, and the agents share the same column. This scenario is applicable regardless of whether the rule applies to a single asset or multiple assets.ExampleConsider a rule that is set for the Marketing group. The rule masks the Personal Information data category by hashing and masks the Personal and family details data category by showing only the last two digits. Suppose that both these data categories share the same column. Then, the rule will fail because the same column cannot be masked using two different masking types for a given group.Masking between rulesThis scenario is similar to the previous scenario except that this scenario considers two rules, instead of one, that are set for the same group. The masking types for the agents in the two rules are different, and both the agents share the same column. Then, a conflict occurs  because the same column cannot be masked using two different masking types for a given group.When two rules conflict with each other, if the synchronization status of only one of them is Active, then the other rule fails. If, however, the synchronization status of both the rules is Active or Pending, then both of them fail.This scenario is applicable regardless of whether the agents are the same or different, and regardless of whether the rule applies to a single asset or multiple assets.Masking between standardsScenarioTwo standards mask different agents, and the agents share the same column. This scenario is applicable regardless of whether the groups and the masking types are the same or different.ExampleConsider two standards. The first standard masks the Personal Information data category, and the second standard masks the Name data classification. Suppose that both the agents share the same column. Then, a conflict occurs because more than one standard cannot be applied to the same column via different agents.This is a limitation on how Collibra Protect implements standards on Snowflake.When two standards conflict with each other, if the synchronization status of only one of them is Active, then the other standard fails. If, however, the synchronization status of both the standards is Active or Pending, then both of them fail.Conflicting filters affecting the same columnFiltering within a rule for the same data classificationScenarioA rule that is set for a group contains conflicting filters for the same data classification.This scenario is applicable regardless of whether the rule applies to a single asset or multiple assets.ExampleConsider a rule that is set for the Marketing group and the Customer Data asset. The rule contains two filters for the Country data classification. If any of the tables in the asset contain a column that is classified as Country:The first filter shows the rows that contain BE in that column.The second filter hides the rows that contain PL in that column.Then, this rule will fail because two conflicting filters affect the same column.When applying a filter for a specific data classification, you must select only one type of action. That is, you can choose to either show rows based on one or more values or hide rows based on one or more values. You must not use the show and hide filter actions together for the same data classification.Filtering within a rule for different data classificationsScenarioA rule that is set for a group contains conflicting filters for different data classifications that share the same column. This scenario is applicable regardless of whether the rule applies to a single asset or multiple assets.ExampleConsider a rule that is set for the Marketing group and the Customer Data asset. The rule contains two filters: one for the Country data classification, and another for the State data classification.If any of the tables in the asset contain columns that are classified as Country, the first filter shows only the rows that contain BE in those columns.If any of the tables in the asset contain columns that are classified as State, the second filter hides only the rows that contain PL in those columns.Suppose that a column is classified as both Country and State. That is, data classifications Country and State share the same column. Then, this rule will fail because two conflicting filters affect the same column.Filtering between rules for same or different data classificationsThis scenario is similar to the previous scenarios except that this scenario considers two rules, instead of one, that are set for the same group. The filter in one rule is different from the filter in the other rule, and both the filters affect the same column. Then, a conflict occurs because two conflicting filters affect the same column.When two rules conflict with each other, if the synchronization status of only one of them is Active, then the other rule fails. If, however, the synchronization status of both the rules is Active or Pending, then both of them fail.
	 Reference documentationAs described in the DB synchronization section, Collibra Protect periodically does an aggregation of all data protection standards and data access rules available. These standards and rules prepare a representation containing all databases, schemas, tables, and columns involved as well as their protections and accesses. The synchronization process then triggers Edge capabilities, like Collibra Protect for Snowflake, that are responsible for translating the representation to actions toward the data source provider using their technology. This process might involve JDBC and REST calls to perform low-level operations to guarantee that the protections and accesses are applied.Collibra Protect for SnowflakeData protection standards rely on tag-based masking policies available in Snowflake. The name of the data category or data classification specified in the standard becomes a tag, which is applied to all affected columns to enforce data protection. For example, let's say a standard is created on the Personally Identifiable Information data category to restrict access for different groups with the organization.When synchronized and active, the standard resolves to 14 masking policies, which is one for each Snowflake data type. The masking policies are created at the schema level and use the following naming convention: COLLIBRA/MASKING_POLICY/<asset ID>/<snowflake type>.The example below shows a masking policy created for the type STRING.The data the consumers see depends on the masking option selected. Go to the Masking and Data Types page to learn more.All masking policies are then associated with the Personally Identifyable Information tab, which is created at the schema level and assigned to all columns where the protection needs to be applied. At runtime, Snowflake fetches the right masking policy based on column data type.Data Access Rules are translated as a combination of grant instructions, dynamic masking, and row access policies when specified in the rule. For example, a data set named Employee Data has sensitive columns categorized as Personally Identifiable Information.In Collibra Protect, a rule is created to grant access of that data set to Human Resources. Since the Grant Access chechbox is enabled, each database, schema, and table in that data set received a grant for the Snowflake role specified and each column that has protection received a column masking policy.Let's look closer at one of the columns, such as EMPLOYEE_NAME. It belongs to the EMPLOYEES table within the DEMO schema within the PROTECT_QA database.In Snowflake, each column has a masking policy assigned to it. The masking policies created at the schema level follow the naming convention: COLLIBRA/MASKING_POLICY/<asset ID>.The content of the masking policy created for the column EMPLOYEE_NAME is shown below.The Human Resources group has access to the plain data without any masking while the other groups have masked access as created in the data protection standard.In this example, the column EMPLOYEE_NAME has the policy tag and a column masking policy assigned to it. In Snowflake, when both are present, the column masking policy takes precedence and the policy tag is not executed. To mitigate this behavior and ensure that the protection defined in the standard is applied, we prepare the column masking policy with the conditions defined in the policy tag. Masking and data typesSnowflake provides several functions to transform the data. In Collibra Protect, we support four masking options.Default Masking is not supported by Snowflake. This implementation was added in our Protect capability, so protection can be applied to a wide range of data types. Each column received a default value according to the column data type. Below is a list of Snowflake data types and their default values. Column Data TypeSnowflake Data TypeDefault Masking Value1NUMBERNUMBER02DECIMALNUMBER03NUMERICNUMBER04INTNUMBER05INTEGERNUMBER06BIGINTNUMBER07SMALLINTNUMBER08TINYINTNUMBER09BYTEINTFLOAT010FLOATFLOAT011FLOAT4FLOAT012FLOAT8FLOAT013DOUBLEFLOAT014DOUBLE PRECISIONFLOAT015REALFLOAT016VARCHARVARCHAR*17CHARVARCHAR*18CHARACTERVARCHAR*19STRINGVARCHAR*20TEXTVARCHAR*21BINARYBINARY0022VARBINARYBINARY0023BOOLEANBOOLEANfalse24DATEDATE1970-01-0125DATETIMETIMESTAMP_NTZ1970-01-0100:00:00.00026TIMETIME00:00:0027TIMESTAMPTIMESTAMP_NTZ1970-01-0100:00:00.00028TIMESTAMP_LTZTIMESTAMP_LTZ1969-12-3116:00:00.000-0800Might change based on user TZ29TIMESTAMP_NTZTIMESTAMP_NTZ1970-01-0100:00:00.00030TIMESTAMP_TZTIMESTAMP_TZ1969-12-3116:00:00.000-0800Might change based on user TZ31VARIANTVARIANT032OBJECTOBJECT{}33ARRAYARRAY[]34GEOGRAPHYGEOGRAPHY{coordinates: [0,0],type: Point} (aka point(0, 0) and visualization can change based on user preferences)In Collibra Protect, we also support the hashing and show last masking options. These can only be applied to Snowflake data types STRING, NUMBER, and FLOAT.Hashing allows us to use Snowflake's SHA2 value function for strings, and the HASH value for numbersShow Last allows us to use the substr(to_varchar(value), length(value) - n, n) expression for strings, and mod(value, power(10,n)) for numbers. Value is the content and n is the number of characters to be shown.No Masking is when the raw content is returned.Whenever a masking option cannot be applied, like hashing on the DATE type, default masking is applied, so protection is guaranteed.Collibra Protect
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	 About Collibra ProtectCollibra Protect is a capability of the Data Intelligence Cloud created to protect sensitive data and make it available, or partially available, to specified groups of users.Collibra Protect solves the problem of protecting sensitive data in an organization. Different groups of people may need varying access levels to the same data set. With Collibra Protect, access rules and data protection standard capabilities allow you to grant access to individuals and protect sensitive information. These rules and standards with different data access levels are managed through the Collibra platform and pushed to the data source. Our aim is to promote a safe data-open culture in organizations.The goal of Collibra Protect is to centralize and simplify access governance and remove the need of repetitive action and approval. Data access and privacy management promotes an ethical company standard giving permission to view information only to those that need it. Collibra Protect allows you to perform these actions accordingly.An example use case of Collibra Protect is a data steward giving everyone access to a data set, but only allowing certain access to groups of people based on data categories. This is known as differential access. It is suggested that rules/standards are grouped together, for example by business processes, so you do not have to make a rule or standard for every data set.
	 Install Collibra ProtectThis procedure guides you through a first time installation of Collibra Protect.PrerequisitesYou must add the Snowflake capability on Edge as well as perform a catalog ingestion.Configure the Collibra Protect for Snowflake capability on Edge. Settings → (Edge) Sites → Your site → Capability → Add capability → fill in the needed parameters:For Capability template choose Collibra Protect for Snowflake.The Snowflake Connection can be the same connection used for doing catalog ingestion. Make sure that the Snowflake user/role has enough permissions to create/alter/drop grants, tags, etc.An ingested Snowflake database should look like the example below.The Data Source Type attribute on the database asset should be present. This attribute is automatically added in database assets, after the catalog ingestion process.StepsContact a Collibra support or your representative to enable Collibra Protect on your Collibra environment.Ensure global roles and permissions for Collibra Protect are set correctly.Collibra Protect is installed.You can now access and start using Collibra Protect via the  menu.
	 Configure Collibra ProtectConfiguring within Collibra Protect is an important part of understanding and using Collibra Protect to its highest ability.PrerequisitesYou need to have Data Catalog permissions. If not, you cannot see any classification in either standards or rules.You need to have a Data Steward role within Collibra. If not, you cannot see the classification page when selecting a classification in Collibra Protect.Roles in Collibra ProtectIt is possible to assign different roles to Collibra users that use Collibra Protect. The roles are provided and have pre-defined permissions that restrict the usage of the application.RolesDescriptionProtect ReaderUsers in this role can view Collibra Protect with read-only access to the content. This role is assigned to ‘Everyone’ and grants the users the ‘protect’ permission. Without this permission, users cannot see ‘Protect’ as an application in the menu. They also cannot navigate to protect related URLs or access protect endpoints.Protect AuthorUsers in this role can create rules and standards, view imported policies and groups, and generate audits as an individual contributor. This role grants the product right permission ‘protect’ and the ‘protect_edit’ permission. Authors can only modify rules and standards they own. This role is not assigned to anyone automatically.Protect AdminUsers in this role have the same permissions as the Protect Author role as well as the ability to edit other user's rules and standards. This role grants the product right permission ‘protect’, ‘protect_edit’, and an extra ‘protect_administration’ permission. This role is not assigned to anyone automatically.Protect ManagerThis role is restricted to our system user to manage background processes and setup configurations for Collibra Protect and it should not be assigned to other Collibra users.Configure groupsBefore you start working in Collibra Protect, you need to configure your groups. Protect groups are the basis of all the actions performed in Collibra Protect.Associate a Protect group with SnowflakeEach Snowflake user is assigned to one or more Snowflake roles. Permissions are based on these roles. View the example below of the roles page in Snowflake. Any/all roles can be correlated to a Collibra Protect group.How to create Collibra Protect groups?When you initially go to the Groups tab in Collibra Protect, there are no groups created. There is a link at the top of the page to the Groups API that creates new groups in Collibra Protect. Use this API link to create new groups and associate it with a specific role in Snowflake.General configurationCollibra Protect synchronizes standards and rules with the source database(s) at regular intervals. This synchronization runs in the background on a configured frequency. By default, the frequency is every 60 minutes, but this is configurable through Settings → Services Configuration → 27 Collibra Protect.If you do not have access to the Service Configuration tab, create a support ticket requesting the JVM Parameter be added to your Collibra Infrastructure Configuration: -DPROTECT_SYNC_SCHEDULER_DELAY=PT60M. After the parameter is added, restart Collibra so these changes take effect and the policies are now synchronized with the cloud provider.Synchronization includes:Aggregate all standards and rules computing:which columns need to be masked for which groups.which tables need to have a row filter.which tables and columns need to be granted access.On the source database(s) such as Snowflake:create and apply maskings.create and apply row filters.grant access to groups on tables and/or columns (depending on the underlying database).
	 Essentials for Collibra ProtectTo use Collibra Protect to the best of its ability, you need to know the following things:How to protect your dataTechnical backgroundData protection standards vs. data access rulesPrescriptive pathsHow to protect your dataAccess managementThe most basic line of protection is to make sure only the right people/groups have access to the data. Data here is referring to the tables and columns in your database. In Collibra Protect, you can grant specific groups access to parts of your data based on Collibra assets.For example, it is easy to grant the HR team access to the US customers' data set. But, what if some parts of the US customers' data set need to be hidden from the HR team, because it contains restricted information, such as personally identifiable information (PII)? In that case, you can further protect your data by applying column-based protection or row-based protection.Collibra Protect only grants access. It cannot revoke access from people/groups. Column-based protectionColumn based protection allows you to target specific columns and mask their content. By masking the column's data, the group cannot see the content as it is. They will see a masked version of it instead.For example, you can mask a column of credit card numbers, so the individual group cannot see the full credit card numbers. We currently support four masking options. They include:Default masking: Shows the value as 0.Hashing: Converts the value into a variety of different letters, numbers, and symbols.Show last: Displays the last letters, numbers, and symbols in the value. You can choose to show the last 1 through 20 of the value. The most common choice is Show last 4.No masking: Displays the data value as it is originally written.Collibra Protectallows you to choose to mask columns that are part of a data category or a data classification. While granting access to a certain asset, you can choose to apply this masking on only a subset of that asset if it is also part of a data category or data classification.Row-based protectionAnother way to protect your data is to filter rows of a specific table. If you do not want to expose all of the existing items in a table because one of the columns is part of a certain data classification, you can easily leverage the Collibra operating model to do so.When creating a rule that impacts certain tables in the source database, filter rows on tables by using the row filtering option for tables where one of their columns is part of a data classification. The filtering is based on what value is stored in the cell of that particular column. For instance, in a table that has a column that is classified as country-code,you can hide or show all items that have the value of US.Technical backgroundThe technical background of Collibra Protect explains the connection of the data as it is in the database (DB) with the physical layer (equivalent assets in Collibra Data Intelligence Cloud) and the logical layer (the out of the box model).Imagine you have this database:When ingesting this DB to Collibra Data Intelligence Cloud, the physical layer is created as well as an asset for each of the schemas, tables, and columns.Once there is a physical layer established in our Collibra environment, start creating the logical layer on top of it.In this phase, take any column and classify it as any data classification available, or let the platform classify it for you.Also, assign a column to a data attribute.From here, create additional assets or use existing assets of different types (data set, data category, or business process) to establish a relation to these columns.Data protection standards vs. data access rulesCollibra Protect has both standards and rules to govern your data with ease and clarity.StandardsData protection standards create a layer of protection for similar types of data by masking them wherever they are.For example, if columns with first and last names are a part of the PII data category, regardless what tables, schemas, and databases they are part of, create a standard that targets all of these columns by choosing the PII data category and masking it. RulesAfter establishing this primary layer (blanket) of protection to your most sensitive data, use data access rules to manage access and enhance protection for specific usages.For example, create a rule that grants access to a specific group, for a specific data set, while knowing that all PII within this data set will be masked by the standard we created before.FAQsWhat if I want to grant access to a group without having the PII masked?When creating a rule for an asset that contains data masked by a standard, choose to override it by unmasking it or changing its masking type.What If I want to grant access to a group, but the protection from the standard is not enough because there might also be other sensitive data within this supported asset?When creating a rule, add additional layers of protection over the ones that were set by any existing standard. Further protect the data by applying additional masking on or by filtering the data.Prescriptive pathsWhen creating a standard or rule, you select which asset(s) you want to protect and/or grant access to. By default, you can grant access to a data set, a data category, and a business process. Collibra Protect searches the knowledge graph, through relationships and/or intermediate assets, to find which set of physical data layer assets, such as columns and tables, this resolves.The traversal of the knowledge graph is done through a set of prescriptive paths. For each type of asset, there is a set of prescriptive paths to traverse to the column assets. See the images below for more details.Prescriptive path for data setPrescriptive path for data categoryPrescriptive path for business process
	 Overview of Collibra ProtectTo work with Collibra Protect, ensure that you have a global role that has the Protect global permission and that it is enabled in your environment.You will find, Collibra Protect, in the main menu . Click Protect.If Collibra Protect is not shown on the menu, the feature is not enabled.The landing page displays five tabs at the top of the page: Data Protection Standards, Data Access Rules, Data Source Policies, Groups, and Audit.TabDescriptionData Protection Standards Define default data source access to data types based on data categories, data attributes, or classes/classifications through data protection standardsData access rules for particular groups can override created standards.Data Access RulesUse data access rules to grant groups different access to the same data in data sets, in business processes, or identified by data categories.Data Source PoliciesView a list of policies that are currently active in the source data tables. You can also import policies from your source database using the Collibra Protect Data Source Policies API.GroupsAdd groups through custom code via the Data Access API link and view existing current data access groups.You must add at least one group before you can create a standard or a rule. Audit Generate an audit log for a preview of the last hour of ingested data from the data source.
	 Data protection standardsThe Data Protection Standards page contains an overview of the available standards in your environment. Page SectionDescriptionStandards summaryUnder the heading, there is a summary about data protection standards. Click the Create a Data Protection Standard button to create a standard and get started in Collibra Protect.Recently Modified StandardsThis section shows the five most recently modified standards.Standards tableThis table displays a detailed view of the created data protection standards.In the Synchronization status column of the standards table, there are five status options that can appear. To view the status of the standard in the data source, go to the source database. Synchronization StatusDescriptionActiveThis standard is currently active in Collibra Protect and in the data source.PendingThis standard has been created or edited, and is pending synchronization.FailedThe synchronization of this standard has failed. Click the icon next to the failed status to view additional information about the error.Delete PendingThis standard will be deleted from the data source in the next synchronization.Not DeletedThe deletion of this standard has failed. Collibra Protect periodically synchronizes with the data source and statuses will be updated along with the synchronization. To learn more, go to the general configuration page. Create a data protection standardData protection standards create a layer of protection by masking data wherever they appear. Create a data protection standard to get started using Collibra Protect.StepsIn Collibra Protect, go to the Data Protection Standards tab.Click the green Create a Data Protection Standard button.The Create Data Protection Standard dialog box appears.Enter the required information. It is important to note that when selecting assets, user permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an option in the drop down menus.FieldDescriptionStandard nameName of the standard being created.Description (optional)Description of the standard.GroupGroup(s) for which the standard is created.Data Category / Data ClassificationA data category or data classification to apply the protection on.MaskingMasking option for the standard.Click to learn more about the masking options for standards.Click the plus sign to add more to each field where applicable. For example, after selecting a group, click to add another group into the standard, and click to delete a selected group. When entering the required information, you can view the selections you made in the Summary section.Click the green Save Standard button. The saved data protection standard appears in the standards table.Modify a data protection standardYou can edit or delete a data protection standard after it has been created.Edit a standardEditing a data protection standard might be necessary in certain situations. For example, change the masking method from default masking to hashing.You will only be able to edit standard assets if you have view asset permissions. If one of the assets in the standard is unauthorized, you will not be able to edit the standard until the view access permission is granted.StepsIn the standards table, click the standard name, and then click the Edit button or click in the appropriate row The Edit a Data Protection Standard dialog box appears.Edit the required information.Click the green Save Standard button.The updated data protection standard appears in the standards table.Delete a standardIf you have an author/admin role, delete a data protection standard that is no longer necessary.StepsIn the standards table,  click the icon in the appropriate row The Delete data protection standard dialog box appears.Click the red Delete button.
	 Data access rulesThe Data Access Rules page contains an overview of the available rules in your environment. Page SectionDescriptionRules summaryUnder the heading, there is a summary about data access rules. Click the Create a Data Access Rule button to create a standard.Recently Modified RulesThis section shows the five most recently modified rules.Rules tableThis table displays a detailed view of the created data access rules.In the Synchronization status column , there are five status options that can appear. To view the status of the rule in the data source, go to the source database.Synchronization StatusDescriptionActiveThis rule is currently active in Collibra Protect and in the data source.PendingThis rule has been created or edited, and is pending synchronization.FailedThe synchronization of this rule has failed. Click the icon next to the failed status to view additional information about the error.Delete PendingThis rule will be deleted from the data source in the next synchronization.Not DeletedThe deletion of this rule has failed.Collibra Protect periodically synchronizes with the data source and statuses will be updated along with the synchronization. To learn more, go to the general configuration page.    Create a data access ruleAfter establishing a primary layer (blanket) of protection to your most sensitive data using standards, create data access rules to manage access to the data sources and enhance protection for specific usages.StepsIn Collibra Protect, go to the Data Access Rules tab.Click the green Create a Data Access Rule button.The Create a Data Access Rule dialog box appears.Enter the required information. It is important to note that when selecting assets, user permissions are defined in Collibra. If an asset is not visible for you, it will not appear as an option in the drop down menus.FieldDescriptionRule nameName of the rule being createdDescription (optional)Description of the rule.GroupGroup for which the rule is being created.Asset NameData asset that the rule is protecting. Protect enables you to protect the following asset types: Business process, data set, and data category. Learn more in technical background and prescriptive paths.Masking (optional)Data Category / Data ClassificationMasking option for the rule. Click the to learn more about masking options.Select a data category or a data classification to apply masking to.Action (optional)Data ClassificationCode SetCode ValueFilter the data by selecting hide or show.Select data classification that is either hidden or shownCode set to set up row filtering in the tables. A code set must be selected to filter by a code value.Code value of the code set selected.The grant access checkbox is selected by default. By leaving this checkbox selected, you are granting access to the tables in the database with columns linked to the selected assets to the selected group(s). If you do not want to grant this kind of access to these groups, clear the grant access checkbox.Click the plus sign to add more to each field where applicable. For example, after selecting a group, click to add another group into the standard, and click to delete a selected group. When entering the required information, you can view the selections you made in the Summary section.        Click Generate Preview to see a preview of the new rule. Use the preview to verify the data access rule is set up correctly. The preview only shows the first 1,000 affected columns. The drop-down below the Generate Preview button is used to switch between the different selected assets in the rule. Each asset has its own preview table.Click the green Save Rule button. The saved data access rule appears in the rules table.Modify a data access ruleYou can edit or delete a data access rule after it has been created.Edit a ruleEditing a data access rule might be necessary in certain situations. For example, change the code set value from BE to US.You will only be able to edit rule assets if you have view asset permissions. If one of the assets in the rule is unauthorized, you will not be able to edit the rule until the view access permission is granted.StepsIn the rules table, click the rule name, and then click the Edit button or click in the appropriate row The Edit a Data Access Rule dialog box appears.Edit the required information.Click the green Save Rule button.The updated data access rule appears in the rules tableDelete a ruleIf you have an author/admin role, delete a data access rule that is no longer necessary.StepsIn the rules table,  click the icon in the appropriate row The Delete data access rule dialog box appears.Click the red Delete button.
	 Data source policiesThe Data Source Policies page contains an overview of the available policies in your environment.The data protection policy table displays a list of policies that are currently active in the source data tables. This includes policies that were created via Collibra Protect as well as policies that were created in the data source manually.Collibra Protect currently only supports the Snowflake data source.The table columns include: Column nameDescriptionData Protection Policy NamePolicies that originated in Protect have this structure: [DB name].[SCHEMA name].[policy type*].[asset id].*Policy type can also be masking/row-filteringPolicy LogicThis column contains the SQL command that is executed in Snowflake whenever the user tries to access the protected object and will determine how to display the data to the user.TagsFor policies that originated in a standard, this column lists the name of the attached tag. The convention is that each tag has the name of the asset that is included in that standard.Types of policies on SnowflakeThere are three types of policies on Snowflake: Column-based policies, row access policies, and tag-based policies. Each type can be created in Protect or on Snowflake.For rules, policies are created directly on the column level. Row access policies are created when row filters are specified. For standards, the policy is created, attached to a Snowflake tag, and attached to the tab on any affected column.
	 GroupsThe Groups page contains an overview of the created Collibra Protect groups in your environment.The groups table displays a list of groups that are currently active in the data source.Collibra Protect currently only supports the Snowflake data source.The table columns include: Column nameDescriptionGroup NameName of the Protect groupSystem Reference Created ByUser who created the Protect groupCreated DateDate the group was createdAdding groups in Collibra ProtectTo add a group, use the Collibra Protect Group API link. This action must be done before any data protection standards or data access rules can be created.
	 AuditThe Audit page allows you to generate an audit log of access records from the data source .Generate an audit logWhy would I need to generate an audit log?The actions you take in Collibra Protect only appear in an audit log after one hour.StepsIn Collibra Protect, go to the Audit tab.Click one of the predefined time buttons (Today, Yesterday, A week ago, or 30 days ago) or use the date picker to specify a start date for the audit log.Click the green Generate Log button.The audit log displays the first 1,000 records after the selected start time.Generating an audit log can take some time. Do not navigate away from the page or your request is canceled. For full details, contact your data source administrator.The audit log table columns include: Column nameDescriptionQuery IDThe ID of the query in the source DB.Query Start TimeDate and time of the query in the source DB.Source User NameName of the user in the source DB that conducted the query (accessed the data).Direct Object AccessedThe DB object that was used to access and view the data (a table or a view).Base Object AccessedThe DB object that was accessed and viewed.
	 Why rules or standards failCertain rules or standards may fail due to logical errors. This section describes some of the common scenarios that cause them to fail.Different types of masking affecting the same columnIn this topic, the term agent refers to a data category or a data classification.Masking within a ruleScenarioA rule that is set for a group masks multiple agents using different types of masking, and the agents share the same column. This scenario is applicable regardless of whether the rule applies to a single asset or multiple assets.ExampleConsider a rule that is set for the Marketing group. The rule masks the Personal Information data category by hashing and masks the Personal and family details data category by showing only the last two digits. Suppose that both these data categories share the same column. Then, the rule will fail because the same column cannot be masked using two different masking types for a given group.Masking between rulesThis scenario is similar to the previous scenario except that this scenario considers two rules, instead of one, that are set for the same group. The masking types for the agents in the two rules are different, and both the agents share the same column. Then, a conflict occurs  because the same column cannot be masked using two different masking types for a given group.When two rules conflict with each other, if the synchronization status of only one of them is Active, then the other rule fails. If, however, the synchronization status of both the rules is Active or Pending, then both of them fail.This scenario is applicable regardless of whether the agents are the same or different, and regardless of whether the rule applies to a single asset or multiple assets.Masking between standardsScenarioTwo standards mask different agents, and the agents share the same column. This scenario is applicable regardless of whether the groups and the masking types are the same or different.ExampleConsider two standards. The first standard masks the Personal Information data category, and the second standard masks the Name data classification. Suppose that both the agents share the same column. Then, a conflict occurs because more than one standard cannot be applied to the same column via different agents.This is a limitation on how Collibra Protect implements standards on Snowflake.When two standards conflict with each other, if the synchronization status of only one of them is Active, then the other standard fails. If, however, the synchronization status of both the standards is Active or Pending, then both of them fail.Conflicting filters affecting the same columnFiltering within a rule for the same data classificationScenarioA rule that is set for a group contains conflicting filters for the same data classification.This scenario is applicable regardless of whether the rule applies to a single asset or multiple assets.ExampleConsider a rule that is set for the Marketing group and the Customer Data asset. The rule contains two filters for the Country data classification. If any of the tables in the asset contain a column that is classified as Country:The first filter shows the rows that contain BE in that column.The second filter hides the rows that contain PL in that column.Then, this rule will fail because two conflicting filters affect the same column.When applying a filter for a specific data classification, you must select only one type of action. That is, you can choose to either show rows based on one or more values or hide rows based on one or more values. You must not use the show and hide filter actions together for the same data classification.Filtering within a rule for different data classificationsScenarioA rule that is set for a group contains conflicting filters for different data classifications that share the same column. This scenario is applicable regardless of whether the rule applies to a single asset or multiple assets.ExampleConsider a rule that is set for the Marketing group and the Customer Data asset. The rule contains two filters: one for the Country data classification, and another for the State data classification.If any of the tables in the asset contain columns that are classified as Country, the first filter shows only the rows that contain BE in those columns.If any of the tables in the asset contain columns that are classified as State, the second filter hides only the rows that contain PL in those columns.Suppose that a column is classified as both Country and State. That is, data classifications Country and State share the same column. Then, this rule will fail because two conflicting filters affect the same column.Filtering between rules for same or different data classificationsThis scenario is similar to the previous scenarios except that this scenario considers two rules, instead of one, that are set for the same group. The filter in one rule is different from the filter in the other rule, and both the filters affect the same column. Then, a conflict occurs because two conflicting filters affect the same column.When two rules conflict with each other, if the synchronization status of only one of them is Active, then the other rule fails. If, however, the synchronization status of both the rules is Active or Pending, then both of them fail.
	 Reference documentationAs described in the DB synchronization section, Collibra Protect periodically does an aggregation of all data protection standards and data access rules available. These standards and rules prepare a representation containing all databases, schemas, tables, and columns involved as well as their protections and accesses. The synchronization process then triggers Edge capabilities, like Collibra Protect for Snowflake, that are responsible for translating the representation to actions toward the data source provider using their technology. This process might involve JDBC and REST calls to perform low-level operations to guarantee that the protections and accesses are applied.Collibra Protect for SnowflakeData protection standards rely on tag-based masking policies available in Snowflake. The name of the data category or data classification specified in the standard becomes a tag, which is applied to all affected columns to enforce data protection. For example, let's say a standard is created on the Personally Identifiable Information data category to restrict access for different groups with the organization.When synchronized and active, the standard resolves to 14 masking policies, which is one for each Snowflake data type. The masking policies are created at the schema level and use the following naming convention: COLLIBRA/MASKING_POLICY/<asset ID>/<snowflake type>.The example below shows a masking policy created for the type STRING.The data the consumers see depends on the masking option selected. Go to the Masking and Data Types page to learn more.All masking policies are then associated with the Personally Identifyable Information tab, which is created at the schema level and assigned to all columns where the protection needs to be applied. At runtime, Snowflake fetches the right masking policy based on column data type.Data Access Rules are translated as a combination of grant instructions, dynamic masking, and row access policies when specified in the rule. For example, a data set named Employee Data has sensitive columns categorized as Personally Identifiable Information.In Collibra Protect, a rule is created to grant access of that data set to Human Resources. Since the Grant Access chechbox is enabled, each database, schema, and table in that data set received a grant for the Snowflake role specified and each column that has protection received a column masking policy.Let's look closer at one of the columns, such as EMPLOYEE_NAME. It belongs to the EMPLOYEES table within the DEMO schema within the PROTECT_QA database.In Snowflake, each column has a masking policy assigned to it. The masking policies created at the schema level follow the naming convention: COLLIBRA/MASKING_POLICY/<asset ID>.The content of the masking policy created for the column EMPLOYEE_NAME is shown below.The Human Resources group has access to the plain data without any masking while the other groups have masked access as created in the data protection standard.In this example, the column EMPLOYEE_NAME has the policy tag and a column masking policy assigned to it. In Snowflake, when both are present, the column masking policy takes precedence and the policy tag is not executed. To mitigate this behavior and ensure that the protection defined in the standard is applied, we prepare the column masking policy with the conditions defined in the policy tag. Masking and data typesSnowflake provides several functions to transform the data. In Collibra Protect, we support four masking options.Default Masking is not supported by Snowflake. This implementation was added in our Protect capability, so protection can be applied to a wide range of data types. Each column received a default value according to the column data type. Below is a list of Snowflake data types and their default values. Column Data TypeSnowflake Data TypeDefault Masking Value1NUMBERNUMBER02DECIMALNUMBER03NUMERICNUMBER04INTNUMBER05INTEGERNUMBER06BIGINTNUMBER07SMALLINTNUMBER08TINYINTNUMBER09BYTEINTFLOAT010FLOATFLOAT011FLOAT4FLOAT012FLOAT8FLOAT013DOUBLEFLOAT014DOUBLE PRECISIONFLOAT015REALFLOAT016VARCHARVARCHAR*17CHARVARCHAR*18CHARACTERVARCHAR*19STRINGVARCHAR*20TEXTVARCHAR*21BINARYBINARY0022VARBINARYBINARY0023BOOLEANBOOLEANfalse24DATEDATE1970-01-0125DATETIMETIMESTAMP_NTZ1970-01-0100:00:00.00026TIMETIME00:00:0027TIMESTAMPTIMESTAMP_NTZ1970-01-0100:00:00.00028TIMESTAMP_LTZTIMESTAMP_LTZ1969-12-3116:00:00.000-0800Might change based on user TZ29TIMESTAMP_NTZTIMESTAMP_NTZ1970-01-0100:00:00.00030TIMESTAMP_TZTIMESTAMP_TZ1969-12-3116:00:00.000-0800Might change based on user TZ31VARIANTVARIANT032OBJECTOBJECT{}33ARRAYARRAY[]34GEOGRAPHYGEOGRAPHY{coordinates: [0,0],type: Point} (aka point(0, 0) and visualization can change based on user preferences)In Collibra Protect, we also support the hashing and show last masking options. These can only be applied to Snowflake data types STRING, NUMBER, and FLOAT.Hashing allows us to use Snowflake's SHA2 value function for strings, and the HASH value for numbersShow Last allows us to use the substr(to_varchar(value), length(value) - n, n) expression for strings, and mod(value, power(10,n)) for numbers. Value is the content and n is the number of characters to be shown.No Masking is when the raw content is returned.Whenever a masking option cannot be applied, like hashing on the DATE type, default masking is applied, so protection is guaranteed.


